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Abstract

Scalable Proof Techniques for Formally Secure Compilation of
Compartmentalized Programs
Jérémy Thibault

Current software systems are distressingly insecure, and despite constant attempts at patching systems and
implementing protection mechanisms, many programs, especially those written in fundamentally unsafe
languages such as C, admit vulnerabilities that are sometimes exploited to devastating effect.

A typical mitigation is compartmentalization: software system designers split their applications in several
compartments that can only interact via trusted interfaces, in the hope a vulnerability in one compartment
doesn’t jeopardize the security of the entire application. Unfortunately, compartmentalization mechanisms
are still fallible, and and regularly broken, allowing an attacker to exploit vulnerabilities to attack other
compartments. Indeed, these mechanisms are rarely designed with formal guarantees in mind, and even
when they are, the sheer complexity of the implementation makes it difficult to guarantee security bugs do
not slip through.

In this thesis, we work towards improving the situation, from the perspective of secure compilation. Secure
compilation is a research area that aims at giving programmers tools to reason about the security of their
programs in their source languages, putting together techniques from programming languages, compiler
design, systems, and security in order to build secure compilation chains. Often, in the formal security
community, designers of simple secure compilation chains try to prove that they satisfy formal guarantees;
however, these proofs are often extremely lengthy and complex, even for these very simple compilation
chains. Given the very high stakes for security and the challenge of scaling up formally secure compilation to
realistic compilers, secure compilation proofs are the prime target for mechanization in a proof assistant, yet
such mechanizations are still few and far between.

We study the formal verification of secure compilers, and in the process, develop new proof techniques
that make it easier to formally verify a secure compiler. In particular, we improve upon an existing proof
technique by introducing recomposition, a way to avoid reasoning about partial semantics, which are known
to be tricky to get right and lead to difficult proofs.

Following this, we build SECOMP, a secure compiler for a compartmentalized variant of C, as an extension of
the CompCert compiler. To do so, we extend all of CompCert’s languages with a notion of compartments
that can only interact with each other in protected ways, and we adapt the compilation passes of CompCert
to this setting. We prove not only the correctness of SECOMP, but also that it is secure, in the sense that
undefined behaviours are restricted to the compartment that triggers them. In the process of proving security,
we introduce several proof engineering novelties that were necessary to scale up to C. SECOMP is the first
formally verified secure compiler for a realistic programming language with compartments.

We conclude this thesis by presenting two interesting extensions of the proof technique we use: one that
allows handling memory sharing between compartments, a common programming pattern that is not yet
supported by SECOMP; and a back-translation technique that allows one to prove a much stronger criterion
with little extra effort.



Kurzfassung

Skalierbare Beweistechniken fiir die formal sichere Kompilierung von
kompartimentierten Programmen
Jérémy Thibault

Aktuelle Softwaresysteme sind erschreckend unsicher. Trotz stindiger Versuche, Systeme zu patchen und
Schutzmechanismen zu implementieren, weisen viele Programme, insbesondere solche, die in grundsitzlich
unsicheren Sprachen wie C geschrieben sind, Schwachstellen auf, die mitunter mit verheerender Wirkung
ausgenutzt werden.

Eine typische Abschwichungsmafsnahme ist die Kompartimentierung: Softwareentwickler teilen ihre
Anwendungen in mehrere Bereiche auf, die nur tiber vertrauenswiirdige Schnittstellen interagieren kénnen,
in der Hoffnung, dass eine Schwachstelle in einem Bereich die Sicherheit der gesamten Anwendung nicht
gefdhrdet.

Leider sind Kompartimentierungsmechanismen immer noch fehleranfillig und werden regelméfig beschadigt,
sodass Angreifer Schwachstellen ausnutzen und andere Bereiche angreifen kénnen.

Tatsdachlich werden diese Mechanismen selten mit formalen Garantien entwickelt, und selbst wenn dies der
Fall ist, erschwert die Komplexitit der Implementierung die Gewéahrleistung, dass keine Sicherheitsliicken
durchrutschen.

In dieser Arbeit arbeiten wir daran, die Situation aus der Perspektive der sicheren Kompilierung zu verbessern.
Sichere Kompilierung ist ein Forschungsgebiet, das Programmierern Werkzeuge an die Hand gibt, um die
Sicherheit ihrer Programme in ihren Quellsprachen zu beurteilen. Dazu werden Techniken aus Program-
miersprachen, Compilerdesign, Systemen und Sicherheit kombiniert, um sichere Kompilierungsketten zu
erstellen.

In der formalen Sicherheitscommunity versuchen Entwickler einfacher sicherer Kompilierungsketten oft
nachzuweisen, dass sie formale Garantien erfiillen. Diese Beweise sind jedoch oft extrem langwierig und
komplex, selbst fiir diese sehr einfachen Kompilierungsketten.

Angesichts der hohen Sicherheitsanforderungen und der Herausforderung, formal sichere Kompilierung
auf realistische Compiler zu skalieren, sind sichere Kompilierungsbeweise das wichtigste Ziel fiir die
Mechanisierung in einem Beweisassistenten. Solche Mechanisierungen sind jedoch noch selten.

Wir untersuchen die formale Verifikation sicherer Compiler und entwickeln dabei neue Beweistechniken,
die die formale Verifikation sicherer Compiler erleichtern. Insbesondere verbessern wir eine bestehende
Beweistechnik durch die Einfithrung von Rekomposition. Diese Methode vermeidet das Denken {iber partielle
Semantik, die bekanntermafien schwierig zu verstehen ist und zu schwierigen Beweisen fiihrt.

Anschlielend entwickeln wir SECOMP, einen sicheren Compiler fiir eine kompartimentierte Variante von C,
als Erweiterung des CompCert-Compilers. Dazu erweitern wir alle CompCert-Sprachen um das Konzept von
Kompartimenten, die nur geschiitzt miteinander interagieren koénnen, und passen die Kompilierdurchldufe
von CompCert an diese Einstellung an. Wir beweisen nicht nur die Korrektheit von SECOMP, sondern auch
dessen Sicherheit, da undefiniertes Verhalten auf das auslésende Kompartiment beschréankt ist.

Im Zuge des Sicherheitsnachweises fithren wir mehrere Neuerungen im Proof-Engineering ein, die fiir die
Skalierung auf C notwendig waren. SECOMP ist der erste formal verifizierte sichere Compiler fiir eine
realistische Programmiersprache mit Kompartimenten.

Wir schlieflen diese Arbeit mit der Prasentation zweier interessanter Erweiterungen der von uns verwendeten
Beweistechnik ab: Eine ermdglicht die gemeinsame Nutzung von Speicher zwischen Kompartimenten, ein
gangiges Programmiermuster, das von SECOMP noch nicht unterstiitzt wird, und eine Riickiibersetzung-
stechnik, mit der sich mit geringem Mehraufwand ein deutlich stérkeres Kriterium beweisen lasst.
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Introduction

In today’s society, software is omnipresent and runs our lives. All kinds
of devices — as varied as domestic appliances, phones, banking systems,
and even critical infrastructure such as power plants — are built on top
of extremely complex software systems.

As the size and complexity of such systems grow, it is natural to worry
about the consequences security vulnerabilities can have on these systems.
Despite many attempts to implement protections against attacks, people
regularly show that these mechanisms are flawed and are able to exploit
vulnerabilities to bypass these protections (for instance, sandboxing [9])
and compromise software systems. In addition, the widespread use of
memory-unsafe languages such as C is worrying, as memory safety bugs,
such as buffer overflows, use-after-free, or dereferencing a null pointer
often lead to disastrous consequences in terms of security. Attackers
often exploit these memory safety bugs to compromise programs [10],
or to leak data. For instance, recently, Heartbleed [11] demonstrated that
vulnerabilities in widely-used open-source libraries still exist and can be
exploited to endanger the privacy of millions of users: by exploiting a
buffer overflow, attackers could obtain the private cryptographic keys
used by the server. More generally, experts at large companies estimate
that around 70% of vulnerabilities are memory safety bugs [12, 13], which
contributes to building a quite dire view of what software security is like
nowadays.

Thankfully, the research community has known about these issues
for a long time, and a large body of work regarding the security of
software systems has emerged. Researchers have proposed many ways
of writing more secure programs, ranging from simple notions such
as structured control flow to automated static analyses to (potentially
extremely) complex and time-consuming techniques such as full-fledged
program verification. In this thesis, we call all these features “high-
level abstractions”, as they hide the concrete (“low-level”) behaviour of
the machine from the programmer, and provide ways to think about
the security behaviour of the program without being encumbered by
details.

The programmer concerned with the security of their program will
rely on some of these features to write a program that they believe to
be secure.! For instance, consider the following program in a C-like
language:

int main() {
int public_key = get_public_key();
int res = compute_something(10);

send_message(&public_key, res);
return 0;

}

The purpose of this code is to get some public key used in public key
cryptography, compute some result that is completely independent of the
key (using compute_something), and then encrypt and send that result
over the network, using the key. If an attacker were to manipulate the

[9]: Boozarjomehri (2024), Rapidly Level-
ing up Firefox Security

[10]: Aleph One (1996), ‘Smashing the
Stack for Fun and Profit’

[11]: Durumeric et al. (2014), “The Matter
of Heartbleed’

[12]: Chromium Security Team (2022),
Memory safety in Chromium

[13]: Cimpanu (2019), Microsoft: 70 percent
of all security bugs are memory safety issues

1: This belief may be unjustified: it is
entirely possible that the programmer
made a mistake and wrote an insecure
program.



variable public_key and change the value it contains to its own public
key before the call to send_message, then that attacker could read the
secret message.

However, the programmer writing this application has good reasons to
assume this cannot happen, because their high-level language provides
some guarantees about scoping and control-flow: the local variable
public_key is out-of-scope of compute_something, so there should be
no way for public_key to change before the call to send_message, hence
the program to be secure.

However, this code is not the one that is executed by the machine: indeed,
this code must first be compiled (translated) to code that can be understood
by the machine. What happens is the following: before being executed by
the machine, the high-level code (the “source”) is processed by a compiler,
which transforms it into a much lower-level language (the “target”). This
language is often what is typically called an “assembly language” (also
called “assembly”), a language that is much closer to what’s executed on
the machine directly, and lacks all the high-level abstractions that were
provided by the high-level language and that the programmer relied on
to reason about security. This might be fine if the entire program being

executed was written by the programmer?.

However, such cases are extremely rare in practice. Indeed, in the real
world, people do not write whole programs and execute them in a
vacuum, but instead the norm is to write partial programs that link against
other partial programs (libraries, for instance) that one does not have
control over. In fact, it is often considered best practice to not reinvent the
wheel, and to rely on such external libraries: they not only significantly
reduce the effort required to develop a new product, but are also likely
to be more thoroughly tested and reliable.

In the previous example, the programmer might not have written the
entirety of the compute_something function themselves, instead choosing
to use a library for some or all of its implementation. That library might
have been written in the same source language, but it might also have
been written in a completely different language with different source
abstractions, or it might even be written in or incorporate pieces of
low-level code (such as hand-written assembly). One cannot trust such
library blindly, because it could very well ignore the abstractions that
the programmer relies on, and invalidate any security guarantee the
programmer thought they had.

So indeed, what happens when this external library is straight-up ma-
licious [14], or simply vulnerable to attacks, and can get compromised
by an attacker, and then starts attacking the developer’s program at a
lower-level? This is unaccounted for by most compilers, and all hope for
security is gone. And while it is true that some compilers can incorporate
some security features®, they are rarely designed with that in mind from
the start, and enforcing security might interfere with their goal of (and
most people’s desire for) performance of the compiled program.

As an example, an implementation of compute_something could just
include assembly code that accesses the stack pointer SP, offset it the
right amount to reach the location of public_key with addi (by guessing
an offset), and store (sw) a completely different value that is controlled
by the adversary.

fact:

addi R1, SP, imm(16)

1 Introduction 3

2: Assuming the compiler is correct and
doesn’t introduce bugs or vulnerabilities

[14]: Claburn (2024), Malicious SSH back-
door sneaks into xz, Linux world’s data com-
pression library

3: Protections against stack smashing,
for instance.



sw R1, imm(104)

’

Now, if this program is run, the secret will leak to the adversary!

This is made even worse by the fact that so many existing programs are
written in memory-unsafe languages such as C. As we mentioned earlier,
memory safety bugs are particularly bad for security, because they often
lead to the compromise of the program. There is no general protection
against these bugs in mainstream compilers, because they are examples
of undefined behaviours (UBs): situations where the source behaviour of
the program is left undefined by the standard.

Compilers are allowed to assume undefined behaviours do not happen,
which they do because it lets them skip many runtime checks that would
slow down the program, and perform very aggressive optimizations. On
the other side of the same coin, this means that compilers don’t need to
provide guarantees to programs that encounter undefined behaviours:
they do not have to prevent or mitigate the consequences of buffer
overflows, use-after-free bugs, etc.

What this means is that one can implement a C program that exploits
undefined behaviour to attack the previous program.

int compute_something(int n) {
int res = 1;
/* do something */
/¥ ... %/

char* addr

= (charx) &res;
*(addr + 48) =

104;

return res;

}

The program takes the address of a variable on the stack (line 6), offsets
it by just the right amount, and manages to overwrite the variable in
the parent stack frame (line 7). Even this program written entirely in C
would lead to the leak of the secret message. One might object that this
is an adversarial context written specifically to attack another program.
However, memory safety vulnerabilities have been shown to often lead
to full compromise, allowing an attacker to execute arbitrary code; hence,
even a library written with no ill intention could contain a vulnerability
that leads to a similar attack.

Because it would be highly unrealistic to rewrite all existing C code in
safer languages, this highlights the need for new protection mechanisms
that allow programmers to reason soundly about the security of their
programs, even in the presence of C code possibly having undefined
behaviours.

Secure compilation is the field that attempts to fill these gaps, and, as
stated on the webpage of the Dagstuhl seminar on Secure Compilation,
“allow sound reasoning about security properties in the source language
Said otherwise, the goal of the field of secure compilation is to build
compilation chains that allow a programmer to reason about the security
of their (partial) program solely in the source language, as if all the
other components were also respecting the high-level abstractions of
the source, despite potentially being written in a completely different
language. We say “compilation chains” and not “compilers”, because
obtaining such results generally requires the entire toolchain, from source

4

1 Introduction 4

4: https://www.dagstuhl.de/21481
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to target, including the compiler but also the linker, the runtime, and
some enforcement mechanism to be designed together to preserve the
security properties.

For protecting components written in a C-like language with undefined
behaviours, compartmentalization is the most commonly proposed mech-
anism, whether it takes the form of process isolation [15, 16], software
fault isolation [17, 18], or modules in WebAssembly [19], to only cite a few.
Compartmentalization divides programs into multiple compartments
according to the principle of least privilege, so that a vulnerability in
one compartment does not automatically compromise the entire system.
What we would want is for the programmer to be able to write a program
that looks a bit like that:

c_main imports c_lib.compute_something;
c_main int main() {
int public_key = get_public_key();
int res = compute_something(10);

send_message(&public_key, res);
return 0;

}

In this program, main is explicitly marked as being part of compartment
c_main, and c_main imports the function that computes from another com-
partment, c_1ib. That way, the compartmentalization mechanism should
guarantee that c_1ib does not have access to c_main’s private memory.
In such a world, if one tried to run one of the compute_something above,
it would be stopped before being able to overwrite the public key.

Obviously, a compartmentalization mechanism is hardly worth anything
if one doesn’t understand the guarantees it provides. Thankfully, recent
work by Abate et al. [8] formalized what one should expect from a
compartmentalizing compilation chain as a secure compilation theorem.
The idea behind most secure compilation theorems is the following: if
one or several source (partial) programs always satisfy some security
property(-ies) even when linked against an arbitrary source context (i.e.,
another partial program, which for our example would be the library
implementing compute_something), then the compiled program(s) will
also satisfy the same security property(-ies) when linked against an
arbitrary target context. More explicitly, the contexts are seen as attackers
that try to make the partial programs violate some security properties,
and such a statement means that source and target attackers have the
same attacking power against certain types of security properties.

This kind of statement is very strong: indeed, the arbitrary target context
should a priori be much more powerful, because it doesn’t have to abide by
the same restrictions as a source context. Hence, it comes as no surprise
that building a compilation chain that enforces this and proving such a
theorem is difficult. Typical proofs of secure compilation use a technique
known as back-translation: given some low-level target context, one
proves that there exists a high-level source context that is as powerful as the
target context. Paper proofs of such results are often lengthy” and often
use elaborate techniques, and they often involve many minute details
that are tedious to check.
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[15]: Kilpatrick (2003), ‘Privman: A Li-
brary for Partitioning Applications’

[16]: Reis et al. (2009), ‘Isolating web pro-
grams in modern browser architectures’

[17]: Wahbe et al. (1993), ‘Efficient
software-based fault isolation’

[18]: Yee et al. (2009), ‘Native Client: A
Sandbox for Portable, Untrusted x86 Na-
tive Code’

[19]: Rossberg et al. (2018), ‘Bringing the
web up to speed with WebAssembly”

[8]: Abate et al. (2018), “‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’

5: Such proofs routinely go over 100
pages in length



The case for formal verification Another issue is that it’s not just that
the proofs are difficult: protection mechanisms that promise security
guarantees, including compartmentalization mechanisms, get broken all
the time, and every time they do, consequences can be terrible. Hence,
we assert that secure compilation chains are the perfect use case for formal
verification in a proof assistant.

There is already a long line of research since the 1960s that focuses on
verifying compilers [20, 21] to be correct, often done using proof assistants.
The basic idea is the following: the programs in the source and target
languages are assigned a mathematical meaning, their semantics, and a
mathematical proof shows that for any source program, its compilation
has the same semantics. The area of compiler correctness has been very
fruitful, and works such as CompCert [22] and CakeML [23] have shown
that it is entirely possible to build realistic optimizing compilers that are
provably (in the mathematical sense, and in a proof assistant) correct.

Hence, it seems natural to try to extend this with security proofs. Yet,
even now, only a small number of secure compilation chains have been
mechanized and verified in a proof assistant. The main reason for this
is the difficulty of these proofs, and the fact that the proof techniques
mentioned above are often difficult to mechanize properly.

Contributions and Outline

In this thesis, our ultimate goal is to design and implement SECOMP, a
secure compartmentalizing compilation chain for C that allows program-
mers to annotate their code with compartment information and reason
soundly about the security of their programs, even in the presence of
foreign and potentially adversarial code, and undefined behaviours. We
implement SECOMP in the Rocq proof assistant, as an extension of the
already existing CompCert C compiler. However, before reaching this
goal, we must start by presenting several works upon which SECOMP
is built. These chapters deal with various questions related to secure
compilation and the mechanization of secure compilation proofs.

In chapter 2, we start by observing that full abstraction, the gold-standard
secure compilation criterion, is inadequate for our goal of building a
formally verified secure compiler: its security guarantees aren't clear, and
it is often too difficult to enforce and too difficult to prove. Following
these observations, we summarize a paper by Abate et al. [6], where a
class of secure compilation criteria based on the preservation of classes of
trace properties is proposed. Some of these criteria are weaker but easier
to enforce, while others are much stronger, but difficult to enforce; and
different proof techniques apply in each case. We argue that choosing
from these criteria is superior to sticking to full abstraction for the purpose
of secure compilation, because they give more clarity about what security
properties are preserved by the compiler and because they provide more
flexibility on what to implement and prove. To illustrate our argument,
we show a proof of a security theorem for a simple compiler that compiles
static types to dynamic types. The proof is relatively simple, and captures
many of the basic ideas that we will eventually use and improve in order
to prove the security of SECOMP.

In 2018, Abate et al. [8] proposed a new criterion for secure compilation in
the presence of undefined behaviour, based on the idea of compartmental-
ization, that we plan to reuse for SECOMP. The core idea of their criterion
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[20]: McCarthy et al. (1967), Correctness
of a compiler for arithmetic expressions
[21]: Morris (1973), ‘Advice on structuring
compilers and proving them correct’

[22]: Leroy (2009), ‘A Formally Verified
Compiler Back-end’

[23]: Tan et al. (2019), ‘The verified
CakeML compiler backend”

[6]: Abate et al. (2019), ‘Journey Beyond
Full Abstraction: Exploring Robust Prop-
erty Preservation for Secure Compila-
tion’ [Co-authored]

[8]: Abate et al. (2018), “When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’



is the following: programs are divided into compartments; compartments
are protected from each other, in such a way that undefined behaviour
doesn’t propagate from one compartment to another. They illustrate this
criterion by implementing a secure compilation chain for a toy C-like
language. Despite the simplicity of their setting, their proof of security
remains complex, relying on “partial semantics” (giving semantics to
partial programs) and steps called “decomposition” and “composition”
to go between partial and whole-program semantics. In chapter 3, we
describe the ideas behind this criterion and their mechanization.

In chapter 4, we endeavour to improve this previous work by simplifying
this proof. To get rid of partial semantics, we replace the steps of decom-
position and composition with a new step called “recomposition” [7].
Implementing recomposition considerably simplifies the existing proof
by a few thousand lines of code and, more importantly, removes the
reliance on partial semantics, which are known to be difficult to define
and tricky to use.

The innovations from these chapters are crucial for us to scale secure
compilation to a realistic setting, and we can now introduce the main
contribution of this thesis: SECOMP, the first formally verified secure
compiler for a realistic compartmentalized language [2].

First (chapter 5), we present our variant of C, Compartmentalized C, and
describe our extension of the CompCert C compiler to this compartmen-
talized setting. We discuss the design decisions that took place during
the development of SECOMP, as well as how we are able to update the
compiler correctness proof with minimal changes.

Then, in chapter 6, we discuss how we prove SECOMP secure. We adapt
the proof technique from Abate et al. [8] and chapter 3, and succeed at
showing that one can build and verify a realistic secure compiler using
such a proof technique. We also describe improvements to the individual
proof steps, and in particular a new structure for the recomposition proof
using CompCert-style simulation diagrams. These diagrams make it
easier to prove recomposition as a series of smaller lemmas, compared to
the proof from chapter 4.

Finally, in the last part of this thesis, we describe two additional improve-
ments and extensions of this proof technique. First, in chapter 7, we show
that the compiler from chapter 3 can be extended to support memory
sharing, a feature that we intentionally left out in SECOMP. To prove
the compiler secure in the presence of memory sharing, we focus on
one new technique in particular: back-translation using data-flow traces.
Data-flow traces record every memory and register operations as they
happen, allowing to simulate low-level memory operations in the source,
without having to keep extremely complex metadata [3]. Then, in chapter
chapter 8, we describe another extension to the back-translation proof,
that allows one to obtain much stronger criteria while keeping the bulk
of the proof the same [1]. The idea is to structure the back-translation as
a nanopass compiler, i.e., a series of small steps instead of a massive single
transformation.

We conclude by discussing some related work (chapter 9) and giving
some concluding remarks and outlining future work (chapter 10).

A note on authorship Most of the work described in this thesis has
been done in collaboration with other people. At the beginning of each
chapter, I, the author of this thesis, take a moment to describe my
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Notations

Throughout this thesis, we often consider a source and a target language,
with a compiler going from the source to the target.

By convention, we write elements of the source language in a blue and
bold font and elements of the target in a red and sans-serif font. We also
try to use subscripts where it makes sense to disambiguate as much as
possible, but we also sometimes drop such subscripts and allow ourselves
to vary slightly from these conventions to avoid sensory overload.

We typically use the notations ~» and ~» to denote the finite-trace
producing semantics of programs, > and »< to denote linking, | to denote
a compiler, and T for a back-translation function. We often consider three
kinds of objects: whole programs, W and W, partial programs P and P,
and contexts C and C.

To avoid having too many colours that would distract the reader, we tend
to not distinguish i, i, and i when they are used as indexes. For instance,
in the formula Vi. f(P;) = P/, i and i both refer to the same variable i
that is universally bound.




A FIRsT FORAY INTO SECURE COMPILATION
PRrROOFs



A Look at Secure Compilation
Criteria and Proofs

What makes a good secure compilation criterion? In [6], we answer that
question by proposing a new taxonomy of secure compilation criteria
based on the preservation of classes of security property, even when
linking against adversarial context. For each of them, we give a “property-
free” characterization of the criterion, that suggests a proof technique
based on back-translation, a classical proof technique from the literature
that involves building a source context that is “equivalent” to a given
target context. We compare these criteria, both in terms of expressivity,
how difficult they are to achieve, and what information can be used to
prove back-translation.

The main two benefits of these criteria are that, first, they provide
clear security guarantees: if a source partial program always satisfies a
particular property of the given class, then so does its compilation, even
when linked against any low-level adversarial context. In addition, one
can choose which criterion from this taxonomy to use depending on
their needs and capabilities: choosing a strong criterion will necessitate
stronger enforcement and will lead to more complicated proofs, while
choosing a weaker criterion will lead to weaker security guarantees, but
these guarantees might be sufficient for one’s needs.

We start by describing in section 2.1 the secure compilation criteria
proposed in [6] and providing a summary of that paper’s results.

We then discuss in detail two aspects of this work. First (section 2.2),
we discuss a simple secure compiler that compiles programs with static
types to programs with dynamic type checks. We prove that this compiler
satisfies one of the criteria, using a simple proof technique based on
the back-translation of finite sets of finite traces. This criterion is still
strong enough to imply the preservation of important security properties
such as noninterference and trace equivalence. We compare that proof to
one of a much stronger criterion, but that is also more complex, and we
argue that our first proof is a better fit for the mechanization of secure
compilers.

Then, we discuss some shortcomings of the standard secure compilation
criterion known as “fully abstract compilation” that lead to the creation
of these new criteria (section 2.3). We show that there are very simple
compilers that satisfy the criterion “fully abstract compilation”, but do
not preserve even very simple security properties.

Author contribution The work presented in this chapter is based on [6],
of which I, the author of this thesis, am a co-author. I contributed to
all parts of this paper, including the development of the taxonomy of
criteria, but my main contribution resides in the examples showcasing
shortcomings of fully abstract compilation and in the design of the
example secure compiler, languages, and in the proof of the simpler
criterion for this compiler.

[6]: Abate et al. (2019), ‘Journey Beyond
Full Abstraction: Exploring Robust Prop-
erty Preservation for Secure Compila-
tion” [Co-authored]

[6]: Abate et al. (2019), ‘Journey Beyond
Full Abstraction: Exploring Robust Prop-
erty Preservation for Secure Compila-
tion’ [Co-authored]
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2.1 Journey Beyond Full Abstraction: A
Summary

What is a good security criterion for a compiler? For the longest time,
people have claimed that it is what’s colloquially known as Fully Abstract
Compilation (or Full Abstraction). Textbooks eloquently define full abstrac-
tion as “the preservation and reflection of observational equivalence”,
where “preservation” and “reflection” refer to each of the two directions
of an equivalence, and “observational equivalence” is some notion of
equivalence between partial programs.

Definition 2.1.1 (Fully Abstract Compiler) Given two languages S and 7,
two equivalences between programs, one in the source, =,, and one in the target,
=o, a compiler l; from the source language to the target language is said to be
fully abstract when:

VY P;Py. Py = P &= PLL% =OP2~L§7-

Obviously, to understand what such a definition could mean, we must
explain how these “observational equivalences” are instanced. The way
it is typically done is by using “contextual equivalence”: two partial
programs are equivalent when, whenever they are linked with the same
context, the resulting whole programs are behaviourally equivalent.!

Definition 2.1.2 (Contextual Equivalence) Two partial programs Py and P,
are contextually equivalent when:

VC.CraP; =C< Py

where > represents linking and = is the behavioural equivalence.

There are many ways to define behavioural equivalence. In this thesis, we
are mainly concerned about trace-based notions, so we define behavioural
equivalence as trace equivalence. Assuming that there is a set of traces
Trace, and that languages are equipped with trace-producing semantics,
two trace-equivalent programs must produce exactly the same traces.

Definition 2.1.3 (Trace Equivalence) Given a trace-producing semantics
~> for our language, we say that two whole programs W and W, are trace-
equivalent when:

VteTrace. Wy vt < W, w £,

Using these definitions, we can unfold full abstraction fully, and obtain
the following definition: |5 is fully abstract iff:

& (VCt.CoaPylS wt & CoaPylS wo t).

Fully abstract compilation can be read as stating that there is no context
in the source that distinguishes two source programs if and only if
there is no context in the target that distinguishes the programs after
compilation. In particular, the most interesting direction for security
( = , from source to target), can be read as follows: if two source
programs, whenever linked with the same context, produce the same
traces, then the two compiled programs also produce the same traces

1: Below, we give some definitions for
the source language, but the same can be
defined for the target language, replacing
source elements with target elements.

Works on full abstraction for secure com-
pilation typically consider traces made of
a single event: termination or divergence
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when linked with the same context. An alternative — perhaps easier
to understand — reading can be obtained by taking this direction and
going to the contrapositive: if there is a distinguishing context between
two compiled programs, meaning there is a target context that makes
the two compiled programs produce different traces when linked with
them, then there was already a source context that made the two source
programs produce different traces.

The issue with trace equivalence, however, is that it isn’t the only se-
curity property one may want to robustly preserve (i.e., preserve even
against arbitrary adversarial contexts). Instead, one could be interested
in preserving, for instance, classes of trace properties such as safety [24]
or liveness [25], or of hyperproperties [26] such as hypersafety, which
famously includes many variants of noninterference [27], the state of
the art security property that covers data confidentiality and integrity.
Later in this chapter, we show that full abstraction is generally not strong
enough on its own to imply the robust preservation of any of these
properties (section 2.3); and at the same time, the kind of protections one
has to put in place for achieving full abstraction seem too complex if one
is only interested in safety or hypersafety. Indeed, it is significantly harder
to hide the differences between two programs that are observationally
equivalent (in the source) but otherwise arbitrary from a low-level at-
tacker, than it is to solely protect the internal invariants and the secret
data of a single program. Thus, a secure compilation chain for robust
safety or hypersafety will likely be more efficient and easier to implement
than one for observational equivalence. Moreover, in the presence of
side-channels that can be exploited by low-level attackers, hiding the
differences between two observationally equivalent programs in the
source is hopeless. Meanwhile, robustly preserving safety properties
is not a problem and even robustly preserving noninterference seems
possible in specific scenarios [28]. Finally, proving full abstraction is
notoriously challenging even for simple languages.

It follows that there is no “one-size-fits-all” criterion for secure compi-
lation and linking against adversarial low-level code. The stronger the
guarantees we aim to achieve, the harder it is to enforce them efficiently;
hence, one should aim to find a balance between security guarantees,
realizability, and efficiency. To this aim, the paper explores a large space of
secure compilation criteria based on the notion of robust property preser-
vation. Some of these criteria are strictly stronger than full abstraction,
and, more importantly, imply directly the preservation of well-known
classes of properties such as safety and hypersafety properties. At the
same time, some other criteria that are introduced in this paper seem
easier to achieve and prove, but only imply the preservation of smaller
classes of properties (such as just safety, without hypersafety). These
criteria can still prove useful, as these classes also contain properties that
can be of interest.

All the criteria in the paper are phrased in terms of execution traces
t € Trace, just like the criterion above, and these traces should be seen as
(finite or infinite) sequences of events such as inputs from and outputs to
an external environment [22, 29], and possibly recording the termination
behaviour of the execution.

The general shape of the criteria is as follows: if one or several programs
satisfy a property belonging to a certain class of security properties
when linked against any source context, so do their compiled versions
when linked against any target context. How many programs and what
class of security properties is considered are what parametrizes the

[24]: Lamport et al. (1984), ‘Formal Foun-
dation for Specification and Verification’
[25]: Alpern et al. (1985), ‘Defining live-
ness’

[26]: Clarkson et al. (2008), ‘Hyperprop-
erties’

[27]: Goguen et al. (1982), ‘Security Poli-
cies and Security Models’

[28]: Barthe et al. (2018), ‘Secure Compila-
tion of Side-Channel Countermeasures:
The Case of Cryptographic "Constant-
Time"”

[22]: Leroy (2009), ‘A Formally Verified
Compiler Back-end”

[29]: Kumar et al. (2014), ‘CakeML: a
verified implementation of ML’
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criterion. For instance, one can consider one program and only the class
of safety properties (properties of the form “never does X”), obtaining
RSP; one program, and the class of all (single-) trace properties, obtaining
RTP; one program and the class of hypersafety properties (properties
such as noninterference, which consider several executions of the same
program), obtaining RHSP; or n programs and the class of relational
hyperproperties (properties relating the executions of different programs),
obtaining RrHP.

All these criteria also have an equivalent property-free characterization
that is obtained by taking the contrapositive. The intuition behind this
characterization is to say that if compiled programs violate a property of
the considered class (witnessed by one or several traces) when linked
with some target context, then the source programs also violate the
same property when linked with some particular source context. This
characterization suggests a proof technique: given a target context and
such traces, show there exists a source context that, when linked with
the source programs, results in the same traces.

We will now make this more concrete to discuss a few particular criteria
of interest.

2.1.1 Robust Trace Property Preservation

The first criterion we discuss here is called RTP, for Robust Trace Property
Preservation. RTP characterizes compilation chains that preserve all trace
properties satisfied against adversarial contexts, and is perhaps the
simplest criterion to define.

Trace properties are defined simply as sets of allowed traces [24]. This
allows us to define what it means for a trace property to be satisfied by a
program.

Definition 2.1.4 (Trace property satisfaction) A whole program W is said to
satisfy a trace property 1 when the set of traces produced by W is a subset of 1t
or, as a formula, when {t | W ~» t} C 7.

From that, it is possible to generalize that definition and define what it
means for a partial program P to robustly satisfy a trace property [30, 31]:

Definition 2.1.5 (Robust trace property satisfaction) A partial program P
is said to robustly satisfy a trace property 1 when the set of traces produced
by P when linked with any context C is a subset of 1 or, as a formula, when
{t | 3C. C > P ~> t} C 11, where v« is the linking operation.

Armed with this, Robust Trace Property Preservation (RTP) is defined as

the preservation of robust satisfaction of all trace properties.?

Definition 2.1.6 (Robust Trace Property Preservation (RTP)) A compiler
; satisfies RTP when:
RTP: Vme2™® VP (VCst.CsPwt=ten) =
(VCg t.Cq»<PlS ~o t = t € T).

Reading this definition aloud, if a source (partial) program P only
produces traces satisfying a certain property m when linked against any
source context Cg, then the compilation chain enforces that the compiled

[24]: Lamport et al. (1984), ‘Formal Foun-
dation for Specification and Verification’

[30]: Kupferman et al. (1999), ‘Robust Sat-
isfaction’

[31]: Swasey et al. (2017), ‘Robust and
compositional verification of object capa-
bility patterns’

2: Note the difference between satisfac-
tion and preservation: satisfaction refers
to programs at a single level (source or
target) having some properties; preser-
vation refers to the compilation chain
between two levels (source and target)
preserving satisfaction.
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program P only produces traces satisfying the property 7 when linked
against any target context Cg.

This definition directly captures which properties (specifically, all trace
properties) of the source are robustly preserved by the compilation chain.
However, it seems ill-suited for reasoning about the compilation chain,
because it doesn’t suggest any proof technique.

Thankfully, one can give an equivalent “property-free” characterization
of RTP that fulfils this role of suggesting a proof technique. We call this
criterion RTC.

Definition 2.1.7 (RTC) A compiler lfT satisfies RTC when:

RTC: VP.VCg.Vt. Cq<PlS ot
=— JCg.Cg><P > ¢,

Read aloud, if a compiled program Pl% linked with a particular context
Cg produces some trace t, then there exists a source context Cg that,
when linked with the source program P, produces the same trace t. It is
quite direct to prove the equivalence between the two criteria, but this is
not what matters to us here.

What is actually remarkable is that this criterion suggests a proof tech-
nique to show a compilation chain satisfies it: given a low-level context
and a trace, one simply has to build, either from the trace or the code of
the context, or from both, a new high-level context Cg, in a process often
called back-translation. What is also remarkable is that it is possible, for
all criteria based on the preservation of classes of properties, to give a
similar property-free characterization; the main difference between all of
them is the amount of information that can be used to build the source
context: sometimes, like here, one can use the trace and the program,
and sometimes one has to build a context that works for all programs
and traces.

2.1.2 Robust Safety Property Preservation (RSP)

Here, we describe Robust Safety Property Preservation, a criterion that
is easier to achieve than the previous, but still very interesting and
expressive [31]. This criterion has to do with safety properties: properties
that describe what behaviour of a program isn’t allowed.

Definition 2.1.8 (Safety property) A trace property 1 € 27

property (1t € Safety) when:

is a safety

Vtegn.dm <t.Vt'>m.t' ¢ .

This definition of safety properties is standard [24], and makes use of
bad prefixes: a safety property is any property that can be invalidated by a
“bad prefix” m, a finite prefix of a trace that cannot be extended in a way
that satisfies the property.

We can define RSP just like RTP, but changing the quantification over
properties.

[31]: Swasey et al. (2017), ‘Robust and
compositional verification of object capa-
bility patterns’

We write m < t for the prefix relation
between a finite trace prefix m and a trace
t.

[24]: Lamport et al. (1984), ‘Formal Foun-
dation for Specification and Verification’
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Definition 2.1.9 (Robust Safety Property Preservation (RSP)) A compiler
(} satisfies RSP when:

RSP: VmeSafety. VP.(VCst.Cs<Pwt=>tem) =

(VCg t.Cq »<PlS s t = t €m).

And similarly, we get a property-free characterization, RSC.
Definition 2.1.10 (RSC) A compiler l; satisfies RSC when:

RSC: VP.VCy.Vm.Cy»<PlS ~»>m

=— JCs. Cga P~ m.

In terms of proof technique, we note that m is a finite object, so it is easy to
construct functions that manipulate such trace prefix. This considerably
simplifies the task of back-translating: one could now write the back-
translation as a recursive function of the trace prefix, for instance, and
this is what we actually do in several examples in the remainder of this
thesis.

2.1.3 Hyperproperties and Relational Hyperproperties

Finally, such secure compilation criteria can also be defined in terms of
hyperproperties and relational hyperproperties.

Hyperproperties are properties not of single traces but of several traces
of the same program [26]. The most well-known hyperproperty is non-
interference [27, 32], which roughly states that public observations are
independent of secrets.

Relational hyperproperties, meanwhile, relate several executions of dif-
ferent programs. They can be used to capture relations between different
programs such as “always runs faster than” or different kinds of program
equivalence, such as trace equivalence.

We demonstrate two examples of criteria based on preserving relational
hyperproperties that will be of relevance later.

The first one is RrHC, with rH standing for “relational hyperproperty”.3

Definition 2.1.11 (RrHC) A compiler l; satisfies RrtHC when:

RrHC: VCg.3Cs. ¥ P. Behaviour (Cg »< P[5 ) = Behaviour (Cs > P)

RrHC requires that for every target context Cg, there exists a correspond-
ing source context Cg that behaves exactly the same. This is an extremely
strong property, and this is reflected in the amount of information one
can use when trying to prove it: the back-translated context, Cs, can only
depend on the target context Cg, but not on any particular program or
execution anymore!

Finally, the last criterion we present, RfrXC (“finite-relational relaxed
hypersafety”) is also based on relational hyperproperties.

We use the same symbol ~» to denote
the production of a finite trace prefix m
instead of a full trace .

[26]: Clarkson et al. (2008), ‘Hyperprop-
erties’

[27]: Goguen et al. (1982), ‘Security Poli-
cies and Security Models’

[32]: McLean (1992), Proving Noninter-
ference and Functional Correctness Using
Traces

3: For relational hyperproperties, the
property-free characterization is often
simpler to state and understand; see the
full paper for the characterization in
terms of preservation of relational hy-
perproperties.
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Definition 2.1.12 (RfrXC) A compiler J,; satisfies RfrXC when:

RfftXC: VK.VP;...Px.VYCg.VX1...XK.
(CEI ><P1,l,§ ~> X1 Ao ACg MPKL% ""”xK) =
ACs. (CgpaPy m> x3 A=+ A Cg < Py~ Xg)

where X1, ..., xk are “relaxed trace prefixes”, i.e., trace prefixes that can also
record silent divergence.

Compared to RrHC, RfrXC only considers a finite number of programs and
executions; and these executions it considers are always finite, with the
exception that they can record silent divergence. Hence, this criterion is
weaker than RrHC. Yet, it still implies the preservation of most interesting
security properties (for instance, noninterference), and, in many settings,
it implies full abstraction.* Proving RfrXC also should be in general
easier than proving RrHC. Indeed, one can back-translate using more
information than just the target context Cg, and the back-translated
context only has to be correct for a finite number of programs and
executions. We demonstrate this in the next section, section 2.2, where we
show a proof technique using a back-translation of a set of finite traces.

2.2 An Example of a Secure Compilation Chain

In this section, we demonstrate that the criteria we described previously
can be enforced and proved, using a simple example of a compiler that
replaces static type checks with dynamic type checks. We prove that this
compiler satisfies the criterion RfrXC from the previous section, with a
relatively simple proof technique based on the idea of back-translating
finite sets of finite prefixes. This proof is generic, in the sense that it only
depends on the model of interactions between the context and program,
but not on the other details of the languages.

Then, we discuss another proof of security for this same compiler, but this
time for the criterion RrHC. This second proof is based on a “universal
embedding” [33], a type of code-based back-translation. Even though it
allows for a stronger criterion, we argue that its lack of genericity and its
complexity make it unsuitable for most practical work aimed at building
and verifying secure compilers.

2.2.1 Overview

The two languages we consider are simple first-order languages with
named procedures and boolean and natural values. The source language
L® is typed while the target language L" is untyped. A program in
either language is a collection of function definitions, each function
body is a pure expression that can perform comparison and natural
operations (@), conditional branching, recursive calls, and use let-in
bindings. Expressions can also read naturals from the environment and
write naturals to the environment, both of which generate trace events.
LY has all the features of L* and adds a primitive e has 7 to dynamically
check whether an expression e has type 7. A context is an expression
that can call functions and perform general computation on the returned
values, but it cannot directly generate read n and write n events, as
those are used to define our trace properties.® Since contexts are single

4: This is elaborated upon in the paper.

[33]: New et al. (2016), ‘Fully abstract
compilation via universal embedding’

5: Another alternative to this choice
would be to mark these events with their
provenance. Then, it would become pos-
sible to define meaningful properties. For
simplicity of notation we stick to the
choice that only the program can pro-
duce events.
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expressions, we disallow callbacks from the program to the context: thus
calls go from context to program, and returns from program to context.

Despite the apparent simplicity of this setting, compiling L* to L" securely
is not totally trivial!

Indeed, consider a source function
f(x : Nat) : Nat — return (write (x + 1))

that takes a natural number and outputs its successor. The source lan-
guage, via its type system, enforces that this function can only ever be
called with a natural number argument, so, when called, it will always
output some number and return. In other words, it’s impossible to write
a valid source context such as e = f(true).

The naive way of compiling the function f above is to map f to
f(x) > return (write (x + 1)),

the same function syntactically but with the types removed. This would
not be a problem when compiling whole programs, and such compiler
would be correct. However, it would not be secure. Indeed, a LY context
could try to use f in an invalid manner. For instance, e = f(true) would
lead to the program getting stuck before emitting the event.

So, what is the secure way to compile in this case? It is to insert dynamic
type checks at the boundaries between context and program. For our
example above, the compiler will insert a check that x has indeed the
type Nat:

f(x) > return (if x has Nat then write (x + 1) else fail).

Then, instead of getting stuck, the compiled program will fail safely when
it is called by a malicious context.

We prove that such a compiler, denoted |, achieves RfrXC (Defini-
tion 2.1.12).

Theorem 2.2.1 (| is RfrXC) Given K source programs P, . .. Px, one target
context Ct and K trace prefixes (that also record the termination behaviour of
the programs) such that:

CTNPLJ, ~r X1 /\"'/\CTMPKl ~> XK.
There exists a source context Cg such that:

CgpaPy > x1 Ao A Cgpa Py o Xk

To prove this result, we devise a technique based on back-translating the
set of trace prefixes {x1, ..., xx}.

Here’s a demonstration on a simple example. Consider the following two
programs
P; = {f(x:Nat) : Nat +— return x,
g(x:Nat) : Bool — return true}
P, = {f(x:Nat) : Nat + return read,

g(x:Nat) : Bool > return true}

21
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Their compiled counterparts are almost identical, with the only addition
of dynamic type checks on function arguments:

P} = {f(x) > ret (if x has Nat then x else fail),
g(x) > return (if x has Nat then true else fail)}
P,] = {f(x) > ret (if x has Nat then read else fail),
g(x) > return (if x has Nat then true else fail)}

Now, consider the following target context:

e=letx; =callf5in

if Xy > 5 then call g x4 else call g false

The two programs plugged into this context can generate (at least)
the following traces (where |} indicates termination and L indicates
failure):

eraPrl w |
et Py| ~ read5;
e Pyl m» read 0; L

In the execution of e = Py} the program executes completely and ter-
minates, producing no side effects. In the first execution of e = P,|, the
program reads 5, and the then branch of the context’s conditional is
executed. In the second execution of e > P, |, the program reads 0, the
then branch of the context’s conditional is executed and the program fails
in g after detecting a type error.

These traces alone are not enough to construct a source context since they
do not record information about the control flow of program executions,
specifically on which function produces which input or output. To recover
this information we enrich execution prefixes with information about
calls (from context to program) and returns (from program to context).

Interactions B = call f v |retv

We also define informative semantics, that are almost identical to the
original ones. The only difference is that rules for calls and returns are
enriched to now generate events to model these control flows between
program and context. If a call or return occurs internally within the
program, no trace event is generated since they are not relevant for
back-translating the context. We write p for informative trace prefixes,
and we use — for the act of producing such informative trace prefixes
with the informative semantics.

The informative traces produced by the compiled programs plugged into
the context become:

eraPq] — call f 5; ret 5;call g 5;ret true; ||
eraPy| = call f 5;read 5;ret 5;call g 5;ret true; |
e P,| < call f 5;read O;ret 0; call g false; L

In our languages, reads and writes can only be performed by programs,
while the context only performs a sequence of calls to the program,
possibly performing some computation and branching on return values.
Thus, the role of the back-translated source context is to perform the
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appropriate calls to the program, depending on the values returned. The
inner workings of the programs, that is inputs, outputs, and internal calls
and returns, are not a concern of the back-translation and are obtained
through compiler correctness. Furthermore, the context is shared by
all executions, but each execution has its own program. Hence, since
I/0 occurs only in the program, the only source of variation among all
executions comes from the program.

From this, one can conclude that the context is a deterministic expression,
calling the program, and branching on the returned values. This can be
seen in the way traces are organized: ignoring the I/O, the traces form
a tree represented on the left. This tree can be translated to a source
context using nested conditionals as depicted below on the right. When
additional branches are missing (e.g., there is no third trace that analyzes
the first return or no second trace that analyzes the second return on the
left execution), the back-translation inserts fail in the code — they are
dead code branches (marked with a **).

call f5 let x=call £ 5

/ N in if x ==

ret5 ret.0 then let y=call g5 in

‘ | ify == true then0
call g5 call g false

‘ | else fail >
L e :
ret true 0 el elselfx__ .
! then fail : else fail
U

2.2.2 A Security Proof for this Compiler with a
Trace-Based Back-Translation

We will now describe how we prove that this compiler, |, satisfies the
RfrXC criterion.

The proof internally uses partial semantics: semantics that are given to
partial programs (<—pg) and contexts (“—tx). Partial semantics abstract
away the other component, and we relate them to the whole program
semantics by proving two theorems, decomposition and composition. De-
composition states that given a whole program execution, then the
program part and the context part both have an execution in the partial
semantics that produces the same (informative) trace prefix. Compo-
sition is the converse: given a partial execution for a partial program
and a partial execution for a context that produce the same trace prefix,
recomposition states that the whole program obtained by linking the two
also produces the same trace prefix.

Before delving into the proof, we make one last remark: we will not be
able to prove that the back-translated source context produces exactly
the same informative trace prefixes as the target context. In the example
above, since calling g with a boolean is ill-typed, our back-translated
context cannot contain call g false. Instead, our back-translation shifts
the failure from the program to the context, by inserting the failure in
the context, hence the picture linking call ¢ false action to a fail. This
is reflected on the informative trace, and we capture this possible shift of
failure with a notation, p/°.

23



2 A Look at Secure Compilation Criteria and Proofs

Let us now discuss the proof. The proof technique is better explained by
looking at the proof diagram.

Vi.Cgr< P~ mj

Com
Uninfw ‘/—\

Vi.CooaPj o pd ¢ Vi. Py g Vi.Cs e i
Comp
BCCW BTI
. Dec . .
Vi. 3uidm;. CreaPil = pj ——— Vi. Pl “=pr 1 Vi.Cr —ax Wi
Inf
Dec

Vi.Crea Pyl ~ m;

We start from the very bottom, having
Vi. CT > Pil > ;.

We first prove that, for each trace prefix m;, there exists an informative
trace y; that captures the same I/O events (J) that can be produced by
the same program:

Vi.3u; 3 m;. CreaPil — .

This first step is almost trivial, as the informative semantics simply record
more information than the non-informative ones.

We then use decomposition in the target language, showing that from the
whole program executions, one can obtain partial program executions
and context executions in the partial semantics that produce the same
informative trace prefixes:

Vi.Pi| “>pre 4i and
Vi.Cr etx Hi-

We then treat the programs and the context differently. We know that the
programs are compiled, and we rely on backward compiler correctness for
partial semantics (BCC) to show that the source programs also produce
the same informative traces in the source partial semantics:

Vi.P; prg Wi

On the other side, for the context, we back-translate (BT) our set of traces
as described previously to obtain a source context Cs. We prove that
this source context has the same traces in the partial semantics for the
context, except that failure might happen one step earlier, just before a
call instead of just after.

Vi. Cg><P; — [Jls
After this, we can use composition in the source language, to prove that

given two executions in the source partial semantics, one for the program
and one for the context, producing the same informative trace prefix

24
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(modulo the final switch of failure), one can obtain a whole program
execution producing this trace prefix:

Vi.Csea P — pf.

Finally, we just have to remove the informative events and go back to the
standard semantics, to obtain the final result:

Vi.Cg<P; » m;.

2.2.3 Discussion on the Proof

The proof we presented is interesting in several aspects that deserve to be
discussed, and should be compared to another proof technique that can
be used to prove the stronger criterion RrHC for the same compiler.

Proof via Universal Embedding This other proof technique is still
using a back-translation, but this back-translation is code-based and uses
a technique known as universal embedding [33] to embed the target
context in the source. The idea behind universal embedding is that there
exists a type in the source that can be used to represent all target values;
then, wrappers are used to encode and decode values. Specifically here,
this type is Nat and the back-translation encodes true as 0, false as 1 and
an arbitrary natural number n as n + 2.

Based on this encoding, the back-translation is defined using two macros,
inject,(e) that takes an expression e of type 7 and returns an expression
of the back-translation type Nat; and extract. (e) that takes an expression
e of the back-translation type and returns an expression of type 7.

injectna(e) = e +2
injectpoo1(e) = if e then 1 else 0
extractnai(e) = (let x=e in if x > 2 then x — 2 else fail)
let x=e in if x > 2 then fail

extract e)=
Bool (€) else if x + 1 > 2 then true else false

Then, the back-translation is defined on the code of the context:

(rueYt. =1 (falsehr. =0 () =n+2 (O =x

[33]: New et al. (2016), ‘Fully abstract
compilation via universal embedding’
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e > &')i+ = let x1 : Nat=extractnu({e)i-)
in let x2 : Nat=extractna({e’)i+)

in injectgoo(x1 > x2)
(e ®e’ ). =let x1 : Nat=extractnai({e)L:)
inlet x2 : Nat:extractNat(«e'))tuT)

in injectna:(x1 @ x2)

let x=e in &’YL: = let x : Nat=(e)\. in (&’ )&

if e then L . . ) )
<<( )>> = lf extraCtBool(«e»U) then «e/»LT EISe «e//»U

e’ elsee”][[ .
{e has Bool)t. = let x : Nat={e)t. in if x > 2 then 0 else 1
(e has Nathi. =1let x : Natz((e))tu? inif x > 2then1else0
(call f e))ll‘ﬁ = inject, (call f extractT(((e))]Lﬁ )
iff:7 -1 el

(fail)t. = fail

As one can see, the back-translation is complex; the proof of security
using this back-translation also ends up being complex. Basically, it relies
on a cross-language Kripke logical relation to relate target terms and
their back-translation.

Benefits of the trace-based back-translation We see several benefits
to the trace-based back-translation, compared to the code-based back-
translation we just described.

First, the trace-based proof uses a back-translation that is in essence quite
simple and generic: the back-translation takes a single input, a finite set of
finite trace prefixes recording calls and returns between the program and
the context. This is a very generic trace model that can be used in many
more settings, including settings where the difference between source
and target languages is much bigger than here. For instance, one could
assign the same trace model to both a high-level functional language
and a low-level assembly-like language with a flat memory model, and
there would still be hope that the back-translation function could be
used. The same cannot be said of the code-based back-translation: the
back-translation is very specific to the target and source language; and
it would be difficult to write such back-translation for very different
languages, because one would have to find the right encoding for very
low-level values in a high level language.

In terms of mechanization in a proof assistant, the proof using a trace-
based back-translation should be much easier to mechanize. Indeed, the
back-translation function is very easy to define, and the proof mainly
uses basic induction and simple invariants.® Conversely, it is notoriously
known that logical relations are difficult to implement properly in proof
assistants, even for the simplest uses [34].

On the usage of partial semantics One drawback of the trace-based
proof is using partial semantics, that is semantics of partial programs, for
both the source and the target. Partial semantics are difficult to use, as they
are inherently nondeterministic; moreover, existing correct compilers

6: We refer the reader to the appendix
of [6] for the proof details.

[34]: Pientka (2018), ‘POPLMark
reloaded: mechanizing logical relations
proofs (invited talk)’
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rarely come with proofs of correctness for partial semantics (or even come
with partial semantics for that matter). Ideally, one would not have to
define and use partial semantics, and could instead use a proof technique
that only uses whole program semantics. This would alleviate the effort
of proving security, while also potentially allowing the reuse of existing
compiler correctness theorems more directly.

In the next chapter (chapter 3), we will discuss one step towards this goal:
a proof technique that is designed to reuse existing compiler correctness
theorems proofs, in that case those similar to CompCert’s. Unfortunately,
the proof we discuss in the next chapter does still use partial semantics
and a composition and decomposition theorem, albeit at a single level
(in the target).

In chapter 4, we will present the first contribution of this thesis: an adap-
tion of that proof technique that allows getting rid of partial semantics.

2.3 Fully Abstraction Compilation and Robust
Property Preservation

Before proceeding with the rest of the thesis, we elaborate on a claim
from section 2.1: “full abstraction is generally not strong enough on its
own to imply the robust preservation of any of these properties”.

To justify this claim, we describe compilers for very simple languages
that enjoy full abstraction and compiler correctness but not even the
weakest robust property preservation criteria. This, we argue, suggests
that fully abstract compilation, even if achievable, is not the right criterion
for secure compilation.

Fully Abstract Compilation Does Not Imply the Weakest Criteria

In this section, we define a compilation chain that does satisfy compiler
correctness and fully abstract compilation, but not the two weakest criteria
of Abate et al. [6]: RSP and RDP, the former being about safety properties
and the latter about dense properties, the equivalent of liveness in the
trace model considered here.

First, we state three notions of correctness, from the weakest to the
strongest. We will show that our counterexample satisfies these three
properties.

Definition 2.3.1 (Backward Compiler Correctness (BCC)) A compiler |
satisfies Backward Compiler Correctness when:

BCC: VIW.W| st = Wt

Definition 2.3.2 (Separate Compiler Correctness (SCC)) A compiler |
satisfies Separate Compiler Correctness when:

SCC: VPCgt.Cgl»<P| ~st = Cgp<aP >t

[6]: Abate et al. (2019), ‘Journey Beyond
Full Abstraction: Exploring Robust Prop-
erty Preservation for Secure Compila-
tion’ [Co-authored]
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Definition 2.3.3 (Compositional Compiler Correctness (CCC)) A compiler
| satisfies Compositional Compiler Correctness when there exists a relation
~ such that:

CCC: VPCrCgt.
Ct ~ Cg A Cg is linkable with P —
Cr=<P| wi =
Cg<P > t

We also recall robust safety preservation and fully abstract compilation.

Definition 2.3.4 (Robust Safety Property Preservation (RSP)) A compiler
1 satisfies RSP when:

RSP: VmeSafety. VP.(VCst.Csg<Pwt=ten) —
(VCrt.CreP| m> t =t €m).

Definition 2.3.5 (Fully Abstract Compilation) A compiler | satisfies Fully
Abstract Compilation when:

VY Py Ps. (VCt.CNP1 Wt'{:CMPZWt)
> (VCt.CraPy] ot © CraPyl o f).

And we finally define the robust preservation of dense properties:

Definition 2.3.6 (Robust Dense Property Preservation (RDP)) A compiler
| satisfies RDP when:

RDP: VmeDense. VP.(VCst.Csg<Pwt=ten) —
(VCrt.CraP| wo t =t €mn).

where dense properties are exactly the properties that accept at least
all terminating traces (in other words, they can only be invalidated by
infinite executions).

Armed with those definitions, we can now define the languages and the
compiler we consider.

Trace Model We consider languages where exactly one event is pro-
duced containing a natural number that represents the final result of
the computation. Allowed traces are final result singletons and silent
divergence.

Source Language A source language program consists of one function
obtaining one input from the context (a natural number or a boolean),
performing basic computations on it, and returning a natural number as
a result.

Program P = f(x : Nat) — e | f(x : Bool) — e
Expression e = if x then e else e | if x < ntheneelsee|n | f(e)
Context C = f(n) | f(b)
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In this example, the composition of a program and a context of incompat-
ible types is statically disallowed. We do not consider them in the criteria
we prove, and implicitly assume that the criteria only apply when the
operation > is defined.

Target Language The target language is identical to the source, but
it only admits natural numbers as inputs. As a consequence, linking is
always allowed.

Program P = f(x : Nat) — e
Expression e = if x < ntheneelsee|n|f(e)
Context C = f(n)

Compiler We define the compiler as one that maps natural numbers to
natural numbers, and booleans to 0 and 1. We first define the compilation
of expressions:

(if x then e; else e3)] = if x < 1then eq] else e3]

(if x < n then e; else e;)] = if x < nthen ey| else ex]

n| =n
true| =0
false| =1

f(e)l =f(el)
Then, we define the compilation of partial programs:

(f(x : Nat) — e)] =f(x: Nat) > e]
(f(x : Bool) — e)| = f(x : Nat)  if x < 2 then e
else if x < 3 then f(2)
else 42

We can trivially extend this compiler to contexts, and whole programs as
well.

The compiler is fully standard, except it introduces two new branches
when compiling functions taking a boolean as an input. The first branch
happens when the compiled function receives 2 as an argument, and it
starts looping. The second branch happens when the compiled function
receives anything other than 0, 1, or 2 as an input, and it returns a
particular number, here 42.

Lemma 2.3.1 | satisfies BCC, SCC, and CCC.

Proof. We start by noting that for this compilation chain, BCC is implied
by SCC. Indeed, let W be a source whole program. Then, by definition,
there exists C and P such that W = C »< P. Furthermore, W] = C| =< P]
by definition of the compiler. Hence, to show BCC, one can simply apply
SCC to this decomposition of W into two components.

We then show that for this compilation chain CCC is also implied by
SCC. To show this, we need to instantiate the relation ~ and the notion
of linkable components in the definition of CCC:

» = is defined by Ct = Cg iff Cr = Cg|.

29



2 A Look at Secure Compilation Criteria and Proofs

» P and Cs are linkable iff they agree on the argument type of the
program’s function.

Then, by unfolding these definitions in CCC, and substituting equalities,
we obtain exactly SCC.

So all that is left to prove is SCC. Suppose C| >« P| ~» t. We will show
that C>< P v t, proceeding by case analysis on P:

» P = f(x: Nat) — e. By induction on e, we can prove that e| = e:
indeed, because the function argument x must be a natural number,
and because x is the only “variable” ever in scope, e cannot contain
a subexpression if x then e; else e,. Otherwise, it would mean that
x is a boolean, this would be a contradiction.

» P = f(x: Bool) - e. In this case, we know that

P| = f(x : Nat) — if x < 2 then e else if x < 3 then f(2) else 42.

Since the target context is a compiled context, this steps to the
expression e|. Now, f cannot be called recursively in e, because
expressions are natural numbers, but f expects a boolean. Hence,
the same is true in the compiled version. Now, we can conclude
by proving the thesis by induction on e. In particular, note that
(if x then e; else e;)] = if x < 1 then eq| else ey|, that if x = true
then x < 1 evaluates to true, and if x = false then x < 1 evaluates
to false, where x is the compilation of x.

g
Lemma 2.3.2 | satisfies fully abstract compilation.

Proof. We start by proving the contrapositive form of the statement of
the = implication.

Let P; and P, be two programs and suppose their compilations are not
observationally equivalent; let C = f(n) be the distinguishing context. We
consider three cases:

» P; and P, both expect a natural number. Take C = f(n). Since the
compiler is the identity for programs that expect a natural number,
we obtain the desired result.

» P; and P, both expect a boolean. If n = 0 or n = 1, then by taking
C = f(true) in the first case, and C = f(false) in the second case,
we obtain the desired result by compiler correctness. Otherwise,
this case is discharged by contradiction: C >« P¢| and C > P,| have
the same behaviour, by definition of the compiler.

» Py and P, have different input types. This is a case we do not
consider, because then the source context cannot be linked with
both programs.

The other direction of the proof is similar, and thus we obtain that | is
fully abstract. O

Lemma 2.3.3 | does not satisfy RSP.

Proof. Consider the program P = f(x : Bool) — 1. This program satisfies
the safety property “never outputs 42,” but its compilation does not (it
violates it with input 3, for instance). O

Lemma 2.3.4 | does not satisfy RDP.
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Proof. Consider the same program P = f(x : Bool) — 1. This program
satisfies the safety property “never silently diverge,” but its compilation
does not (it violates it with input 2). O

Hence, we have our counterexample: a compilation chain that is fully
abstract and correct yet doesn’t preserve any class of properties. The issue
lies in the fact that full abstraction doesn’t dictate what should happen
when the compiled program receives an invalid input from a context, but
only that programs should respond to it uniformly.

Fully Abstract Compilation Does Not Imply the Preservation of
Noninterference

We now extend this compilation chain to show that fully abstract compi-
lation doesn’t imply preservation of noninterference either. We introduce
a new command at the target level, leak, to model information leak-
age. The semantics of this new instruction is simple: leak reduces to a
non-deterministically chosen natural number. Hence, this command can
model looking-up the value of a secret inside memory, and outputting it
publicly. All outputs are considered public.

Then, we also modify the compilation of partial programs having a
boolean argument:

(f(x : Bool) — e)] =
f(x : Nat) — if x < 2then e]
else if x < 3 then f(2)
else if x < 4 then 42

else leak()

Simply put, the compiler adds one more error case, that triggers the
leak.

It is easy to show that the previous lemmas still hold.

We define termination insensitive noninterference in the following man-
ner: a program satisfies termination insensitive noninterference if and
only if its public output doesn’t depend on the private inputs. In particular,
here there are no private inputs, so termination insensitive noninterfer-
ence reduces to whole programs being deterministic.

It is easy to show that the source programs all satisfy termination-
insensitive noninterference, because whole source programs are com-
pletely deterministic.

Now, consider a source program P with a boolean argument, and the
target context Cr = f(3). Then, Ct > P| ~> 0, and Cr >« P| ~» 1. This
whole program is not noninterferent, so we have a counterexample.

Discussion

We just showed that full abstraction, even in the presence of other criteria
such as compiler correctness, does not imply the preservation of even
the simplest security criteria and properties we would expect. However,
we are not saying that all the compilers that were proven fully abstract
were insecure.
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Indeed, we must concede that the compilers we showed here are inten-
tionally designed to break these properties, and that it’s quite unlikely
that someone would intentionally write compilers like that if they intend
for them to be secure. Moreover, as demonstrated by the proof of RrHP
from section 2.2, proof techniques for full abstraction should be appli-
cable without too much modification to proofs of some of the criteria
presented in [6].

It is still unclear what exactly is the relation between fully abstract
compilation and robust preservation-based criteria in general. See for
instance [35, 36] for a formal account of the relation between the two in
the framework of Mathematical Operational Semantics.

[6]: Abate et al. (2019), ‘Journey Beyond
Full Abstraction: Exploring Robust Prop-
erty Preservation for Secure Compila-
tion’ [Co-authored]

[35]: Abate et al. (2020), ‘“The Fox and the
Hound: Comparing Fully Abstract and
Robust Compilation’

[36]: Abate et al. (2021), ‘Fully Abstract
and Robust Compilation: And How to
Reconcile the Two, Abstractly’



Secure Compilation,
Compartmentalization and
Undefined Behaviour

How can one characterize the security of a compartmentalization mech-
anism, when compartments can dynamically become compromised as
they encounter undefined behaviours? Abate et al. [8] provide an answer
to this question by defining RSCC, a secure compilation criterion that
provides strong guarantees to mutually distrustful components. These
guarantees hold until these compartments encounter themselves an un-
defined behaviour, ensuring that faults are confined to the compartment
that triggers them.

They also define RSCRZ, a slight variation on the RSP criterion from
chapter 2, and they show that it implies RSCC. In addition, they demon-
strate that RSCDS can be enforced and proved in practice, by, in a proof
assistant, building a compiler for a small toy language that has all the
core features of C-like languages, and proving it satisfies RSC&%. The
work of Abate et al. [8] is a major cornerstone for the work described in
this thesis, as it provides us with the criterion which we will prove, and

it suggests a proof technique that we will improve and reuse.

In this chapter, we focus on explaining the criteria proposed by Abate et al.
[8] (section 3.1), and we examine their proof technique (section 3.2).

Author contribution This chapter is focused on explaining background
knowledge upon which we build the rest of this thesis. The explanations
and examples in both these sections are slight adaptations from the
original paper [8], as well as my own paper [2].

3.1 Background: Robustly Safe
Compartmentalizing Compilation

All variants of C compiler correctness, including the most compositional
ones [37, 38], completely give up on the whole program after it encounters
undefined behaviour. To mitigate this issue, Abate et al. [8] propose a
secure compilation notion that restricts the scope of undefined behaviour
to the compartments that encounter it. When a compartment encounters
an undefined behaviour, it becomes compromised and can start behaving
arbitrarily. However, this arbitrary behaviour only occurs inside this
compartment; the undefined behaviour does not automatically propagate
to other compartments. What the compromised compartments can do is
try to influence other compartments into triggering undefined behaviour
via some controlled interactions respecting their interfaces and the other
abstractions of the source language (e.g., the stack discipline on calls and
returns).

The set of compromised compartments is not fixed, and instead it is built
iteratively as compartments encounter undefined behaviour during the
execution. Indeed, it is unrealistic in practice to know in advance which
compartments will end up compromised by undefined behaviour. The
scope of undefined behaviour is also restricted temporally: compartments
still get protection up to the point in time when the undefined behaviour
is effectively triggered, for instance by an attacker who manages to exploit
the interfaces.

[8]: Abate et al. (2018), “When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’

[2]: Thibault et al. (2024), ‘SECOMP: For-
mally Secure Compilation of Compart-
mentalized C Programs’ [Co-authored]

[37]: Stewart et al. (2015), ‘Compositional
CompCert’

[38]: Koenig et al. (2021), ‘CompCertO:
compiling certified open C components’

[8]: Abate et al. (2018), “‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’
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Abate et al. [8] formalize this intuition as an iterative game in which
at each step some (initially empty) set of compartments CK is already
compromised and tries to attack the remaining uncompromised com-
partments K \ CK, for some set of compartment identifiers K, defined in
the original compartmentalized program with global interface I, which
allows explaining the target behaviour of a compartmentalized whole
program.

In each step, the uncompromised programs are put together in a source
program P that is then compiled and linked to an arbitrary target context
Cr that represents the compromised compartments. Then, they explain
the execution as one of two possibilities:

1. either it can be explained in terms of source execution: there’s a
source context Cg that, when linked with the program, can produce
the full execution;

2. or, it can be explained as a source execution with a source context
Cs that ends with undefined behaviour in a compartment of P.
Then, one can replace this compartment with a compromised
compartment (essentially moving this compartment from P to Ct)
and restart the explanation.

This can be made formal with RSCPS:

V K € Complds. V¥ I : Interface(K). ¥V CK C K.
VCr: LIJCK- VP: I_”K\CK Y m % Undef.
(Cre<P) ~ m.
JCs : LIJCK- dm’.
(CspaP) ~ m" Am” <g\cx m.

To give some more intuition, let us look at an example from [8], in Fig-
ure 3.1.

component Cp imports E.read, E.write, Cp.init, Cy.parse,
— Cp.process;
Co main() {

Cp.init();

x := E.read();

y := Cy.parse(x);

data := Cp.process(y);

if Cp.valid(data) { E.write(<data,x>) }

Cp valid(data) { ... }

C1 exports parse;
Cy parse(x) { ... } // (V1) can yield Undef for some x

Cy exports init, process;

Cy init() { ... }
Cp process(y) {
Cy.prepare(); // (V») can yield Undef if not initialized

return Cy.handle(y); // (V3) can yield Undef for some y

}
Cy prepare() { ... }
Cy handle(y) { ... }

In this example, Cy reads a value on the standard input (E.read), calls
C;.parse to parse it and C,.process to process it, and if the result is valid,
outputs it on the standard output (E.write).

[8]: Abate et al. (2018), “‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’

Figure 3.1: A compartmentalized appli-
cation
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Importantly, the example compartmentalized application could admit
some vulnerabilities:

(V1) parse can trigger undefined behaviour if it receives some mal-
formed inputs;

(V2) prepare triggers undefined behaviour if init hasn’t been called
beforehand;

(V3) handle can trigger undefined behaviour, for instance integer over-
flow, with some inputs.

After compiling this example application, and executing it, one could
obtain the following execution:

{C4, Cy, C3}] »» m = Cg.main(); C;.init();Ret; E.read; Ret(x); C;.parse(x)
Ret(y); C;.process(y); Ret(d);
Cg.valid(d);Ret(true); Ewrite(< d, x >).

The properties of [8] guarantee that such an execution can be explained  [8]: Abate et al. (2018), ‘When Good Com-

in terms of source executions and a series of compromises. ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’

We start from no compartment being compromised: (CK = () and
P = {C;, C;, C3}. Executing P leads to the following execution:

P ~» my =Cy.main(); C;.init(); Ret; E.read; Ret(x); C;.parse(x);

Undef(C;)

In this source execution, C; triggers an undefined behaviour. We add C;
to the set CK, and RSCB% allows us to replace it with some compromised
compartment in the source, A;.

Then, the source execution can go for a bit longer before triggering
another undefined behaviour:

{Cy, A1, Co} »» my = Cg.main(); C;.init(); Ret; E.read;Ret(x); C;.parse(x);
Ret(y); C;.process(y);

Unde£(Cy)

This time, C; gets compromised. It is added to CK and by RSCJS one can
finally obtain the full trace, explained as Cq linked with two adversarial
source compartments:

{Cy, A1, Ay} »> m = Cg.main(); C;.init(); Ret; E.read;Ret(x); C;.parse(x)
Ret(y); C;.process(y);Ret(d);
Cy.valid(d);Ret(true); E.write(< d, x >).

The entire execution can be summarized by Figure 3.2.

Now that we understand how RSCBl% works, we must answer one
question: how can we implement a compiler that satisfies RSCEC, and

prove it?
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Suppose running compiled components Cyd/, C;, C,\
with interfaces Io, 1, I2 yields trace #:

Vm finite prefix of t (m < 1)
3 a dynamic compromise scenario explaining m in source
for instance 3[A,,A,] leading to compromise sequence:

m, - Undef(C,)

- Undef(C,)

~

IN

The trace prefixes m, mj, m; might, for instance, be:

m = Cg.main(); C;.init(); Ret; E.read; Ret(x); C;.parse(x)
Ret(y); C;.process(y); Ret(d);
Cg.valid(d);Ret(true); Ewrite(< d,x >)

my = Cg.main(); C;.init();Ret; E.read; Ret(x); C;.parse(x);
my = Cg.main(); C;.init(); Ret; E.read;Ret(x); C;.parse(x);

Ret(y); C;.process(y);

Figure 3.2: The dynamic compromise
game for the previous compartmental-
ized application. All compartments start
being uncompromised (in green) and
are incrementally replaced with arbitrary
compartments (in red).
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3.2 Background: A Proof Technique for RSC,\DA%

In this section we briefly review the RSCES secure compilation criterion

of Abate et al. [8] as well as their high-level proof structure for this
criterion, since we will make use of it in the rest of this thesis. Because
secure compilation proofs are notoriously difficult and often include steps
analogous to proving compiler correctness, and in order to reduce the
amount of proof work in a proof assistant, Abate et al. [8] structure their
proof in a way that allows reusing existing correctness proofs as much as
possible. More specifically, because CompCert already exists [22], they
want to reuse CompCert-style correctness properties. We warm up by
reviewing these compiler correctness properties.

For this both the source language and the target language are given
trace-producing semantics, in the style of CompCert. CompCert traces
are composed of events recording the calls the whole program makes to
system calls performing IO and the results they return. A special event
Undef(Cx) terminates the trace if undefined behaviour is encountered
by compartment Ci. These traces are further extended to record cross-
compartment calls and returns, as depicted in Figure 3.3.

a:= ...
| Event_call cpcp.idv
| Event_returncpcpv

Because the criterion of Abate et al. [8] focuses on safety properties [24],
only finite prefixes of traces are considered. We write Wg ~» m when
the whole source program Ws can produce the finite trace prefix m; and
analogously Wt ~> m when the whole target program W+ can produce
m.

The compiler correctness guarantee of CompCert states that if a compiled
whole program can produce a trace prefix m (i.e., Wg| ~» m) then
the original source program can produce a related trace m’ < m (i.e.,
Ws ~» m’), where the relation m’ < m is defined as m’ = m when
Undef ¢ m’, and as m/, - m; = m when m’ = m - Undef(Cy) for some C.
Here, “-” denotes concatenation and i is a completely arbitrary trace
suffix that the correctly compiled program is allowed to produce when
the source program encounters undefined behaviour, which can lead to
security vulnerabilities.

Instead of compiling only whole programs though, Abate et al. [8]
assume separate compilation—as proposed by Kang et al. [39] and
implemented in CompCert since version 2.7—and separately compile
a source program P and a context C, which are intuitively both formed
of linked compartments, and which can be linked together to produce a
whole program both before compilation using source linking (><), and
after compilation using target linking (»<). Using these concepts one can
define the correctness of a compiler | like CompCert or our variant
SECOMP as follows:

Definition 3.2.1 (Backward Compiler Correctness (BCC)) A compiler |
satisfies backward compiler correctness when:

VYCPm.(Cl>=<Pl)wwm = Im'.(C<P) > m' Am’ <m

[8]: Abate et al. (2018), “When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’

[22]: Leroy (2009), ‘A Formally Verified
Compiler Back-end’

Figure 3.3: Trace events recording cross-
compartment calls and returns

[24]: Lamport et al. (1984), ‘Formal Foun-
dation for Specification and Verification’

[39]: Kang et al. (2016), ‘Lightweight ver-
ification of separate compilation”
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In CompCert this backward compiler correctness (BCC) definition is
proved by forward simulations [22] so one also obtains a forward compiler
correctness (FCC) result, that the RSC&% proof structure of Abate et al.
[8] also makes use of. Here, instead of obtaining a related trace prefix
they instead assume that the prefix one starts from in the source does
not end with undefined behaviour:

Definition 3.2.2 (Forward Compiler Correctness (FCC) [8]) A compiler |
satisfies forward compiler correctness when:

VCP.Vm 3 Undef. (C<P) w» m = (C]><P|) w> m

Now, recall the property RSC&% that is used as the basic block for for-
malizing RSCC. compromised and tries to attack the remaining uncom-
promised compartments K\CK, for some set of compartment identifiers
K with global interface I, capturing all procedure imports and exports.
Uncompromised compartments are linked together into a source pro-
gram P with interface | I |x\ck, and then P is compiled and linked with a
target context Ct, which puts together the compromised compartments
and which has interface | I |ck.

Definition 3.2.3 A compilation chain satisfies Robustly Safe Compilation
with Dynamic Compromise and Mutual Distrust (RSCRS) if there exists
a back-translation function T that takes an interface I, a target execution p
producing a finite trace prefix m, and a compartment identifier k, and generates
a source compartment such that

V K C Complds. ¥V I : Interface(K). ¥V CK C K.
VCr: LIJCK- VP: I_I_]K\CK- VY m % Undef.
Vp: (Cr<Pl) > m.
3Cs: [I]ck- Cs = < (I,p, k)T A
keCK

Im’. (CspaP) ~> m’ Am’ <g\cx m

The premise states that the compound program Cr><P] has an execution
p in the target language producing a trace prefix m, which does not
end with an undefined behaviour event (i.e. for a trace m - Undef(k’)
one looks only at the prefix m). The conclusion makes a step towards
providing an explanation for m with respect to the source language
semantics. For this it calls the back-translation function T on each of the
compromised compartments k € CK and it links together the generated
source compartments to obtain a source context Cs with interface | I |ck.
The RSCPS property says that the obtained context Cs linked with the
original source program P can produce a trace m’ that is related to m by
the formula m’ <g\cx m. This is a variant of the < relation from BCC
that ensures that m’ = m when Undef ¢ m’, and that m(’) -myp = m when
m’ = mg - Undef(k) for some uncompromised compartment k € K\ CK.

m’ <x\cx M —_—
(Cs><aP') ~> m / 6 Blame (Cs><P)~> t Am’ <m

3
Bnck-tm/'tslation]\ 2FCC I5 BCC
€ (Cr»<PL) ~ m (Csl = P'}) o it ———— Cs| > ) ———— (Cs| =< P|) ~> m

3 Decomposition, 4 Composition
3 Decomposition
! Jm

Lk

—

Target

For this, Abate et al. [8] propose the high-level proof structure from
Figure 3.4 that involves compiler correctness (the FCC and BCC properties
above) and four additional security-related properties: back-translation,

[22]: Leroy (2009), ‘A Formally Verified
Compiler Back-end’

[8]: Abate et al. (2018), “‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’

Figure 3.4: The high-level proof structure
for RSCEﬂg of Abate et al. [8]
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decomposition, composition, and blame. The high-level proof starts by
back-translating a global interface I and a target execution p producing a
trace prefix m repeatedly to generate each of the compartments k € K of
a whole source program producing m.

Definition 3.2.4 (Back-translation) There exists a function 7 s.t.

VK.VI.VWy:1.VCK C K.V m % Undef.
Vp:Wr s m.
3Cs: [I]ck. AP« [ ]x\ck-
Cs><P" = > (I,p, k)T A (Cs > P') v
€

Using the back-translation function T to generate a whole source program
Cs > P’ not only allows the conclusion of Definition 3.2.4 to be stated in
terms of the usual operational semantics of whole programs (Cg >< P" ~»
m), but also allows Abate et al. [8] to compile this whole program and
make use of FCC in step 2 from Figure 3.4 to obtain that (Cg| >« P’]) ~»
m.

Then, steps 3 and 4 involve the use of partial semantics, and much like
in the proof in section 2.2, involve two lemmas: decomposition and
composition, to relate whole program executions and partial program
executions in the partial semantics. In contrast with this previous proof,
composition and decomposition are only used at the target level: the goal
is to start from two executions at the target level producing the same
trace prefix, decomposing them into four partial semantics executions,
and taking two of them (one from each whole program execution) and
compose them together to obtain a new execution producing the same
trace prefix.

Partial semantics are written <— |1}, for partial semantics being given to
the compromised part, i.e., partial programs made of compartments from
CK, and = |1},  for the uncompromised part. Step 3 decomposes the
two target-level executions, keeping only one partial semantics execution
for each: the one corresponding to P| and the one corresponding to Cs].

Definition 3.2.5 (Decomposition)

VK.VI.VCKCK.
VCr: l_IJCK~ VPr: LIJK\CK- Vm.
(CreaPr) v m = Cr = )M

Then, those two are composed in step 4, to obtain a whole program
execution of Cg| > P|.

Definition 3.2.6 (Composition)

VK.YI.VCK CK.
VCr:|I]ck. YPT: I_IJK\CK- Vm.
Cr— e A Pr — Uk ™ —

(CT > PT) > M

Composition and decomposition capture that the partial semantics is
adequate w.r.t. the whole program semantics, in the manner of fully
abstract trace semantics [40].
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Step 5 uses BCC to turn target execution (Cg| »<P|) ~» m back into
source execution (Cg > P) ~» m’, where the relation m’ < m accounts
for the possibility of undefined behaviour in Cg > P. The context Cg
is, however, generated by the back-translation and has no undefined
behaviour along the trace m, which one shows in step 5 of the proof. So
if there is an undefined behaviour in m’ then this can only be blamed on
an as-yet-uncompromised compartment k € K\CK, as required by the
conclusion of RSCYZ from Definition 3.2.3.

Definition 3.2.7 (Blame)

VK.VI.YCKCK.VCs: [Tk VP, P« [Tl ck-
Vm. (Cgp< Py~ m A(Csg<P) > m' Am' <m =
m’ <K\CK M.

Implementation and Proof

Abate et al. [8] not only provide a proof that this proof technique can be
used to achieve RSCDS, but they also build an example compiler from a
simple imperative language to a relatively low-level compartmentalized

machine with a RISC-like instruction set. The languages are equipped

with small-step operational semantics 5 and 5 producing the events.

Both languages use a CompCert-style memory model [41], where memory
is divided into blocks, each belonging to a single compartment, and
where memory cannot be shared. We will not dwell here on the other
details on the languages; they can be found in the Rocq development
of [8], and are not necessary to understand the rest of this section. We
simply describe the two most interesting steps, back-translation and
composition/decomposition, as much of the work inside this thesis is
aiming at improving those core two steps.

Back-translation Back-translation is defined to satisfy Definition 3.2.4
as a function 7 that takes a finite prefix m and an interface I and returns
a whole program W that produces m. The back-translation relies on
state: each compartment uses the location local[0] to track how many
events it has already emitted. When a procedure is called, it increments
local[0] and emits the n-th event in m, if local[0] s value is .

For instance, consider the following trace, which is one of the intermediary
traces of the compartmentalized application from section 3.1, but adapted
to our setting;:

m = Event_call Cy C;.init 0; Event_return C; Cqy O;
Event_call Cy C;.parse 27;Event_return C; cg 35;

Event_call Cgy C;.process 35;

The back-translation will need to generate code for each of Cg, C;, and C,.

Let us look in particular at Cy. According to the trace, it starts by calling
C;.init with argument 0, so the code for Cy will start with

Cop main() {
local[0]++;
if (locall[0] == 1) {
Cy.init();
Co.main();
} else { ... }
}

[41]: Leroy et al. (2012), The CompCert
Memory Model, Version 2
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The program inspects the local buffer, finds it is now equal to 1, and
according to that emits the first event, the call to C;.init. When the
compartment regains control after the call to C;, it calls itself recursively:
the counter will be incremented again, and so we will enter another
branch.

Similarly, the next event coming from Cy is Event_call Cy C;.parse 27;
and later comes a call to C;.process. This means we back-translation of
Cy will look like the previous one but with new branches:

Co main() {

local[O]++;

if (locall[0] == 1) {
Cy.init();

Co.main();

} else if (locall[0] == 2) {
Cq.parse(27);

Co.main();

} else if (local[0] == 3) {
Cp.process(35);
Co.main();

}

}

Two things are interesting: first, the structure is completely linear, and the
compartment is not able to divert from it, so it will always only generate
the input trace. Then, because of this, it doesn’t need to process return
values: here, it completely ignores the value returned from C;.parse,
because we can hard-code the actual values it will pass as argument
according to what’s recorded on the trace.

To prove back-translation, Abate et al. [8] rely on the fact the trace m has
been produced by a program, so it has to satisfy some well-formedness
conditions, the most important of which being well-bracketedness: each
return matches a previous call appearing in the trace. The proof is
essentially a proof by simulation, as it proceeds by induction on the trace
left to produce, knowing the history of events that have already been
emitted.

Partial Semantics: Decomposition and Composition Decomposition
and composition are defined using partial semantics. Abate et al. [8]’s
partial semantics are defined in a generic way using the whole program

semantics—. To doso, they introduce a partialization function par that takes
a complete state cs and an interface | I |cx and removes all information
about the compartments from CK from the complete state. For instance,
are removed from the partial states the memory and the stack frames
from CK.

The step relation for the partial semantics, denoted ps im Jox Ps’ is given
by the following inference rule:

cs — cs’ par(cs, [ I]ck) = ps par(cs’, [I]ck) = ps’

a ’
CS —|1jcx ©S

A step can occur between two partial states ps and ps” whenever a step
can occur between two complete states cs and cs’ that partialize to ps
and ps’. Essentially, this definition abstracts away parts of the state and
replaces them with non-determinism.

41
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Proving decomposition is direct from this definition. However, proving
composition is not. The formal proof of composition ends up being 6000
lines of code long, one of the largest parts of the proof. This bodes ill when
it comes to scaling up to realistic languages: in a more realistic compilation
chain such as the one in SECOMP (chapter 5), the target language will
be even more complex (more than ten times the amount of instructions),
so we’d expect the proof to become gigantic. Thankfully, we will see in
the next chapter (chapter 4) that composition and decomposition can be
replaced by a single step that simplifies the proof significantly.



Recomposition

We can now present the first contribution of this thesis: recomposition.
Recomposition is a single theorem that replaces both decomposition
and composition used in the proof of Abate et al. [8], discarding partial
semantics completely. The benefit of discarding partial semantics is huge.
First, partial semantics are often hard to define properly, especially for
realistic languages. For instance, mainline CompCert doesn’t have partial
semantics and entire papers have been dedicated to the sole goal of getting
partial semantics for CompCert [38]. Then, the proofs of composition
and decomposition were massive, and it was unclear whether one would
be able to extend them to a non-toy language in a reasonable amount of
time. Finally, in this proof, partial semantics were only used as a proof
device; there is no good reason to keep them if a simpler technique allows
discarding them.

Recomposition starts from two executions of whole programs (with the
same interface) producing the same trace, and requires proving that
one can take the compromised components from one execution and the
uncompromised ones from the other execution, link them together, and
obtain an execution producing the same trace.

Definition 4.0.1 (Recomposition)

VK. VI.VCKCK.
VCT C-/r : l_IJCK- VPT P'/I' : LIJK\CK- VYm.
(CrpaPr) w m A (CrpaPy) wm = (Crp<Pr) wom

Recomposition can be used to replace composition and decomposition,
obtaining the proof technique depicted in Figure 4.1. The proof proceeds
essentially the same, starting with back-translation, then applying FCC,
then recomposition, then BCC and finally using blame.

m ek Ma—
Source  (Cg><P’) ~» m / 5 Blame (Cs>=P)wm’ Am’ <m

1 Back—tmnslationw 2FCC I4 BCC
Target (Cr»<Pl) ~> m (Cslp< P’l) »> m ———— (Cgl »< P|) w»m

In this chapter, we describe how we implemented recomposition in the
context of [8] and replaced the use of composition and decomposition
with it [7]. While composition alone took almost 6000 lines of code to
prove, recomposition only takes 2000, achieving our goals of simplifying
the proofs and eliminating the partial semantics.

Author contribution The work on recomposition started in 2019, shortly
after composition and decomposition’s proofs were finished for [8]. I, the
author of this thesis, developed recomposition together with some other
authors of [7, 8]. I played a major role in the design of the proof, and the
implementation of the mergeability relation and the merge function, and
I wrote a major portion of the proof.

[8]: Abate et al. (2018), ‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’

[38]: Koenig et al. (2021), ‘CompCertO:
compiling certified open C components’

Figure 4.1: Updated proof technique us-
ing recomposition

[7]: Abate et al. (2019), When Good Com-
ponents Go Bad: Formally Secure Compi-
lation Despite Dynamic Compromise [Co-
authored] (arXiv version with recompo-
sition)

[7]: Abate et al. (2019), When Good Com-
ponents Go Bad: Formally Secure Compi-
lation Despite Dynamic Compromise [Co-
authored] (arXiv version with recompo-
sition)

[8]: Abate et al. (2018), “‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’



4.1 Proving Recomposition

Key ideas We prove recomposition by using a three-way simulation
stated in terms of the underlying small-step semantics. The proof relies
on two components: a mergeability relation ~ between complete states s
and s”, as well as a merge function, merge, that merges two complete
states into a single one.!

The idea is to define the mergeability relation ~ such that it is preserved
by “parallel executions”:

Vsisps)s).sy~s] =
m . n Mo
S1 — SoASy — s, —
Sp ~ Sy
If one starts from two related states sy ~ s;’, then it should be the case
that after taking some steps and producing the same trace prefix, the two
resulting states are again related.

We must then define the merge function, parametrized by the interfaces
of the program part | I]x\cx and of the context |I]cx. Here, our goal is
to define merge so that, given one state s of Ct > Pt and one state s”’ of
Cle<P, merge(s,s”) = s’ is a state of C]. =« P7. We also want merge to be
defined whenever the states are mergeable according to the mergeability
relation, and to commute with transitions, in the following sense: if

m m
sy ~s),sy =" spands] —"s)

then .
merge(sy, ;) —" merge(sz, sy ).

It is clear that if one is able to define merge and ~ properly, then the
recomposition theorem follows directly, simply by proving that initial
states are related, and then applying the property above.

Implementing recomposition for our target language In our imple-
mentation, the mergeability relation is given an extensional definition:

Definition 4.1.1 (Mergeability relation) Let s and s’ be two target states. We
say s and s”’ are mergeable, written s ~ s’ whenever there exists a trace prefix
m such that:

ini(Cr < P1) " s and ini(C/. >« P1) 5" "

where ini is the function constructing the initial state of the program passed as
argument.

This definition trivially implies the first property from above, but has the
drawback of being too extensional; we can work around that because our
setting is simple enough that we can easily retrieve from this definition
an important property?: the shapes of the stacks in related states are
similar, in that they both record the same sequence of calls.

The merge function is more interesting: to merge two states, one has to:

1. find out which execution is currently in control of the run;
2. keep the PC and the other registers from the corresponding state;
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1: We use zero prime symbols for states
of Ct »< P, two prime symbols for states
of Cf »< PZ, and one prime symbol for
those of C. >« Pr.

2: By induction on the trace.
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. merge the memories;

4. recombine the stacks, by interleaving frames from C’. and from Pt
while preserving the structure of the original stacks when it comes
to cross-compartment calls.

For finding out which execution is in control, it’s enough to look at where
the PC is pointing.

To merge two memories M and M”, we split each of them into two
“partial memories”: Mc, containing the memory blocks from M belonging
to compartments from Cr, Mjp; containing the memory blocks from M
belonging to compartments from P, M”|c; containing the memory blocks
from M” belonging to compartments from C7, and M"|p; containing the
memory blocks from M” belonging to compartments from P.. We then
merge them, keeping the partial memories of C} and P+:

M = |\/|”|CfT U Mp, -

This is easy, because in our setting a memory is a partial map M :
(CompartmentID * BlockID * Offset) — Value, so one simply has to filter by
compartment identifier (the first argument).

Finally, to merge two stacks, we look at the top frame of each of the two
stacks, observe that they must belong to the same compartment (this is
the property we get from the mergeability relation), and keep the one
that corresponds to the execution where we keep that compartment.

Armed with these two definitions, we can prove the second property.
At each step, the execution is guided by either both programs or both
contexts. The two runs synchronize on observable events, which is made
possible by the fact that they produce the same trace. This is characterized
by the two lemmas. The first one states that taking a silent step in only
one of the executions implies taking a step in the merged execution:

Lemma 4.1.1 (Silent step implies silent step in the merged execution) If
sy ~siands; — s

then
merge(sy, s;) — merge(sy, s}).

The second one states that the two executions producing events in
lockstep implies that the merge execution also produces the same event.
Lemma 4.1.2 (Steps producing an event in lockstep) If
7 € ’’ € 144
s1 ~sy,s1— sp,and s — s,

then .
merge(s+, s;) — merge(ss, ).

With all of this, we just need to iterate these lemmas and use some symme-
try results to finally obtain the recomposition lemma (Definition 4.0.1).
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4.2 Discussion

These new definitions are more natural, completely symmetric, and
easier to work with than the previous ones about partial semantics [8].
Moreover, using the complete semantics allows us to reuse theorems
already proved for these semantics. As a result, the resulting proofs are
fully mechanized, at least three times smaller than the original proofs
(recomposition is around 2000 lines; meanwhile composition alone was
around 6000 lines), and several times faster to check.

It is not surprising that recomposition is easier to prove than composition
and decomposition. Indeed, composition and decomposition together di-
rectly imply recomposition. This doesn’t mean that all uses of composition
and decomposition in other works are superfluous. Indeed, many proofs,
including the one from section 2.2, use composition and decomposition at
two different levels (composition in the source and decomposition in the
target). Using recomposition in such proofs would require restructuring
the proof entirely, which can be very inconvenient.

Recomposition and fully abstract trace semantics There are two key
intuitions behind recomposition: (1) because of determinacy, the internal
behaviour of a compartment only depends on its internal state, and
on all the information it received from other compartments; (2) our
trace model is informative enough to capture all information that is
exchanged between compartments. This intuition is shared with many
other proofs of secure compilation. Often, these results are split into
separate composition and decomposition (section 2.2, [6, 40, 42]), and
for full abstraction the two are often called soundness and completeness
of trace equivalence, which together imply the full abstraction of a trace
semantics [43-46].

This intuition suggests that proving recomposition would be impossible
in settings where information can leak via side channels. In addition, it
suggests that recomposition is too strong of a property if, as we are, one
is only interested in proving safety. We have yet to find a replacement
for recomposition that would not imply that the trace semantics are
“fully abstract”, and that could be used even in the presence of covert
communication between the program and the context.

Regarding the absence of the compiler in the recomposition lemma
We are able to prove a generalized lemma for arbitrary target programs
and contexts in our case, because our enforcement is done at the target
level by the abstract machine.

We suspect that it is not possible in the general setting. Indeed, if the
compiler plays a bigger role for enforcing security than in our setting,
one likely needs to use the fact that the programs are compiled programs.
For example, the compiler might be inserting protections in the compiled
code at boundaries between components that ensure cross-component
calls are well-behaved. In such a case, a recomposition proof would need
to also consider the compiler.

Shortcomings of the current proof The acute reader will have noticed
two major flaws that prevent applying the proof described above to a
more realistic setting.
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First, our characterization of mergeable states is very extensional: because
two states being “mergeable” only means they are the result of two
executions with the same trace prefix, we are forced to rederive more
intensional properties of these states in every proof. This doesn’t become
a problem in our case, because the language is small and simple to
reason about; however, when it comes to more realistic languages, doing
so might become unwieldy. We would much rather have an intensional
definition: one that explains exactly what are the properties of the states
in question, so that we can use them directly in our proofs.

Second, we are able to define a merge function that way because the
language is very simple and designed in a way that makes it easy to
merge parts of the state. For instance, the memory can be conveniently
split into one partial memory by compartment: a memory is a partial map
M : (CompartmentID = BlockID * Offset) — Value, which makes filtering by
compartment easy. In the setting of SECOMP (chapter 5 and chapter 6), the
memory is a map M : (BlockID * Offset) — Value where some additional
information is attached to each block; splitting and merging such a
memory is much more difficult, because the allocation pattern of each
compartment will influence which block identifier gets assigned to each
compartment, and this will change even in executions producing the
same trace. Hence, in the general setting, one probably wouldn’t use a
merge function but rather prove that several invariants are preserved.

In section 6.2, we propose a solution to these issues by defining a generic
notion of three-way recomposition simulation, and generic simulation dia-
grams that can be reused in a variety of settings to prove recomposition.
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Compiling Compartments from C
Down to Assembly

In this chapter, we can finally discuss the core contribution of this thesis:
SECOMP [2], a secure compilation chain for a compartmentalized variant
of C.

SECOMP allows the programmer to write compartmentalized C pro-
grams, where compartments are protected from each other, following the
principles discussed in chapter 3. To build SECOMP, we extend the Comp-
Cert compiler and its correctness proof to handle isolated compartments
that interact only via procedure calls and returns. Although compiler
correctness by itself is definitely not enough to prove secure compilation,
since it gives up on programs with undefined behaviour, we use it as one
key ingredient for such a proof, adopting the high-level proof structure
proposed by Abate et al. [8] and described in chapter 3 and chapter 4.
We show compiler correctness, as well as the three security-related prop-
erties: back-translation, recomposition, and blame. Proving these properties
at scale and achieving formally secure compilation for a compiler for a
mainstream programming language were open research challenges.

Concretely, we extend the syntax and semantics of all languages of
CompCert to deal with compartments, and we adapt all compilation
passes and their proofs. This is particularly interesting for the target
language, RISC-V, as we need to introduce a novel shadow stack that
keeps track of calls and returns, in order to characterize the enforcement
mechanism. We also develop the security proof for SECOMP, starting at
Clight and going all the way down to RISC-V, reusing the proof technique
discussed in the previous chapters, but with major adaptations to allow
the proof of each step to scale to our setting.

In this chapter, we start by explaining the compartment model that we
adopt in SECOMP (section 5.1). We then discuss how we update all
languages and passes of CompCert to use compartments (section 5.2),
including RISC-V and its novel use of a shadow stack. We conclude by
discussing the proof of correctness (section 5.3), which is one of the
essential steps of the proof technique we use for security.

The proof of security itself is discussed in the next chapter, chapter 6.

Author contribution I, the author of this thesis, was the lead author of
the SECOMP paper [2]. As the lead author of the paper, I participated in
most discussions regarding the design of SECOMP, its implementation,
and its proof of correctness.

5.1 Compartment Model

As discussed previously, compartmentalization allows developers to
structure large programs into mutually distrustful compartments that
have limited privileges, are isolated from each other, and can only interact
in a controlled way. For building SECOMP, we adopt a model that
statically partitions C programs into compartments. Every C definition
of a procedure or a global variable belongs to a single compartment.

Any block of memory belongs to the compartment that allocated it and
compartments do not share memory: each block can only be accessed

[2]: Thibault et al. (2024), ‘'SECOMP: For-
mally Secure Compilation of Compart-
mentalized C Programs’ [Co-authored]

[8]: Abate et al. (2018), “‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’

[2]: Thibault et al. (2024), ‘'SECOMP: For-
mally Secure Compilation of Compart-
mentalized C Programs’ [Co-authored]
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by the code of the compartment it belongs to.! Instead, all interactions
between compartments must happen via cross-compartment calls and
returns that respect the interfaces provided by the programmers: each

compartment C comes with a set of exported procedure declarations (i.e.

which procedures it makes available to other compartments), written
C.exports, and a set of imported procedure declarations (i.e. which
procedures it uses from other compartments), written C.imports.

These interfaces are specified locally with special syntax: C exports f
means compartment C makes f available to other compartments; and
Cl imports C2.f means compartment C1 imports procedure f from
compartment C2.

Compartments must respect these compartment interfaces; otherwise,
they trigger undefined behaviour, whose scope is restricted by our secure
compilation property to just the offending compartment. Moreover, in our
model, compartments can only pass each other scalar values as procedure
call arguments and return values. We introduce this last restriction for
two reasons: first, a compartment cannot use pointers from another
compartment, which defeats the purpose of passing pointers in most
cases. More importantly, passing pointers to other compartments would
require recording these pointers on the trace, which would significantly
complicate back-translation, recomposition, blame, and, if also done for
pointers to dynamically allocated memory, compiler correctness.

The compartments also interact with an external environment using
system calls.? These are special, privileged procedures whose semantics is
axiomatized in CompCert and that may generate some events. Examples
of these system calls include volatile memory operations, calls to the
heap allocator, or input and output (e.g., reading from the console). The
system calls do not belong to a real compartment; instead calling them is
considered a special kind of internal call that can only change the calling
compartment’s memory. Following the principle of least privilege, by
default compartments do not have access to system calls beyond safe
operations like memory allocation and freeing. Instead, the interfaces
specify, for each compartment, which system calls they are allowed to use,
using syntax C imports_syscall ef, meaning compartment C imports
the system call ef.

Finally, our compartments form a simple lattice witha 1 and a T element,
where inclusion is denoted C, as depicted in Figure 5.1. 1 and T are special

\ 0
/

logical compartments that play a special role in our implementation:
anyone can call and access elements of compartment L, and T is used
to parametrize operations of the compartmentalization mechanism. For
instance, calls to L always pass the compartment checks, and L is the
logical compartment of system calls, so we can treat them the same as
standard calls;® and some privileged loads or stores that are performed
by the compartmentalization mechanism itself are parametrized by T.

C

A

1: Inchapter 7, we describe an extension
of Abate et al. [8] that incorporates mem-
ory sharing; because of the complexity
of that extension, we choose not to have
it in SECOMP.

2: Our “system calls” correspond in
CompCert to the “external” functions
that donot get resolved to actual C source
code during linking. Such functions are
implemented in lower-level, trusted li-
braries (like libc) and may include oper-
ating system calls.

Figure 5.1: Lattice of compartments

3: System calls can still fail if they are
not in the interface of the calling com-
partment, but this failure happens in the
semantics of the system calls.
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On the other hand, all “concrete” compartments C;, etc. have the same
level of privileges, and are completely independent from each other on
this lattice.

5.2 Adding Compartments to CompCert

Following the ideas above, we extend all of CompCert’s 10 languages,
from C to RISC-V assembly, adding syntax describing the compartment
breakup and interfaces and semantic checks to ensure all compartments
respect these interfaces. As explained above, failing a check triggers un-
defined behaviour for the offending compartment, which is represented
by the execution becoming stuck.

5.2.1 Memory Model

We reuse the block-based memory model of CompCert and extend it
with compartments. A memory m is essentially a map from pairs of
block identifier and offsets to values, along with some metadata and
well-formedness conditions. To this metadata, we add a map from blocks
to compartments: each memory block belongs to a single compartment
that is assigned at allocation and cannot be changed during the execution
after allocation.

Memory operations (reads, writes, frees) are parameterized by the com-
partment performing the operation, and fail when this compartment
does not own the targeted block.

5.2.2 Call and Return Events

To prove secure compilation, just like in section 2.2, we also extend
the CompCert trace model with two new events: Event_call and
Event_return. These events are generated by cross-compartment calls
and returns (or the equivalent jumps in RISC-V assembly), and record
enough information on the traces to be able to prove recomposition and
back-translation.

The SECOMP events are described in Figure 5.2.* The new events are

= Event_syscall name V bs v bs
| Event_vloadmchidofsv

| Event_vstoremchidofsv

| Event_annot string v

|

|

Event_call cp cp.idVv
Event_return cp cp v

highlighted: Event_call C C’.f args captures a cross-compartment call
passing args from compartment C to the procedure f of compartment
C’. Similarly, Event_return C’ C v represents returning value v from
compartment C’ to compartment C.

4: We write X to denote a list of x.

Figure 5.2: SECOMP events
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5.2.3 Compartments at Higher Levels

For all languages except RISC-V, we make use of the existing structure of
the semantics to implement these new events, so the only required change
is to add the events to the appropriate call and return transitions. We
also insert in the semantics dynamic checks to ensure calls and returns
conform to the interfaces and do not pass pointers. The dynamic checks
act as follows: internal calls (for instance a call from C.f to C.g) are always
allowed. System calls are allowed only if the interface allows it. Lastly, a
cross-compartment call from C.f to C’.g is allowed if

1. g € C’.exports;
2. C’.g € C.imports; and
3. all of the arguments are scalar values.

Items 1. and 2. are implemented by the following Rocq predicates:

Definition allowed_cross_call (ge: t) (cp: compartment) (vf: val) :=
match vf with
| Vptr b _ =>
exists 1 cp',
invert_symbol ge b = Some i /\
find_comp_in_genv ge vf = cp' /\
In i (interface_export ge.(genv_interface) cp')
In (cp', i) (interface_import ge. (genv_interface) cp) /\
| => False
end.

Definition allowed_call (ge: t) (cp: compartment) (vf: val) :=
(find_comp_in_genv ge vf C cp) \/
allowed_cross_call ge cp vf.

allowed_cross_cal says that cp can call the function located at address
v if and only if v is a pointer pointing at a function i (line 5), belonging
to compartment cp' (line 6), that this function is exported by cp' (line 7)
and imported by cp (line 8). Then, the allowed calls are these allowed
cross-compartment calls, or the internal ones.

Then, one can look at the rules for calls in each program semantics, for
instance for Cminor:

| step_call: forall f optid sig a bl k sp e m vf vargs fd t,
eval_expr sp e m (comp_of f) a vf ->
eval_exprlist sp e m (comp_of f) bl vargs ->
Genv.find_funct ge vf = Some fd ->
funsig fd = sig ->
(* Check that the call to the function pointer is allowed x)
forall (ALLOWED: Genv.allowed_call ge (comp_of f) vf),
forall (NO_CROSS_PTR:
Genv.type_of_call (comp_of f) (comp_of fd) = CrossCompartmentCall
— ->
Forall not_ptr vargs),
forall (EV: call_trace ge (comp_of f) (comp_of fd) vf vargs sig t),
step (State f (Scall optid sig a bl) k sp e m)
t (Callstate fd vargs (Kcall optid f sp e k) m (comp_of f))

This rule is used for a call from £ to the function pointed to by vf, passing
arguments vargs. The new conditions are the named ones, from line 7
to 11. The first one is that the call respects the interfaces or is internal,
using the previous predicate. Lines 8 to 10 require that if the call crosses
compartment boundaries, then no pointer argument is passed. Last, line
11 generates an event (recorded inside t) when it’s a cross-compartment
call.

We refer the interested reader to the Rocq development for more details
on the implementation of each predicate.
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In all languages before RISC-V control-flow well-bracketedness is ensured
by the semantics. What this means is that we do not need to do any
interface check when returning: it’s impossible to return to the wrong
compartment, as calling a return instruction uses an abstract stack (or a
continuation) to know where to return. However, we still have to check
that the returned value is a scalar.

Interestingly, we observe that since calls and returns should not be
disturbed by optimization, we must disallow cross-compartment tail-call
optimization and inlining, as those would substantially change the way
compartments interact. Indeed, consider a call from C.f to C’.g. Inlining g
in £ would eliminate the cross-compartment call from the trace; similarly,
tail-call optimization would require merging two stackframes (the one
of f and the one of g) that belong to two different compartments into a
single block, which is impossible. We however keep these optimizations
for internal calls.

Lastly, to achieve security, we make all registers be caller saved, since on
a cross-compartment call we cannot trust the callee compartment to save
and restore the caller’s registers.> We also made the semantics invalidate
non-argument registers on cross-compartment calls and non-return
registers on cross-compartment returns (by making them undefined
values), since recomposition requires all information passed between
compartments to be captured by the trace. A better proof technique that
wouldn’t use recomposition but a weaker property would allow us to
dispense with that change.

5.2.4 Compartments at the RISC-V Level

At the RISC-V level, implementing secure compartments requires more
care. Without proper protection, adversarial code could make use of the
unstructured control-flow inherent to the assembly language to break
the compartment abstraction. For instance, an attacker could try to jump
to code to which it shouldn’t have access.

We modify CompCert’s RISC-V assembly semantics to prevent this kind
of attack, by protecting the compartment abstraction and interfaces. To
do so, we observe that calls and returns are only implemented by the
compiler using specific instructions—jump-and-link instructions Pjals
and Pjal; for calls, and indirect jump instruction Pj for returns—so we
forbid all other instructions from changing compartments. At the same
time, we add a boolean flag to these instructions to mark those that could
potentially be used to attempt cross-compartment calls or returns. When
this flag is true, the instruction can be used to attempt cross-compartment
calls or returns, but otherwise instructions are not allowed to change the
current compartment. The reason for tagging instructions that way is to
give more flexibility for potential implementations of the back-end: with
such a tag, one does not necessarily have to perform potentially complex
interface checks every time, which should help with performance.

Most importantly, our RISC-V semantics makes use of a cross-compartment
shadow stack, which is a list of records, each containing a return address,
a stack pointer, and a procedure signature, and when an execution
encounters such a jump and attempts to switch to another compartment,
we make use of the interfaces and this newly added shadow stack to
decide whether the switch is allowed.

When a call is encountered, there are two cases, whether it is a cross-
compartment call or not.

5: For simplicity our current implemen-
tation does this for all calls, not just cross-
compartment ones, but it would be good
to improve this aspect in the future.
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The case of the internal call is represented in Figure 5.3. When encoun-
tering such a case, the compartment allocates a new stack frame in the
concrete stack, where it stores the old stack pointer and some other data,
the return address is written in the RA register, and the SP register gets
a pointer to the top of the new stack frame. The shadow stack is not
updated: it is only used for cross-compartment calls and returns.

PC — pc’
RA—pc+1
SP +— sp’
PC — pc
[}
SP — sp =
E[[sp
([ =
[
Z
Concrete stack Shadow stack Concrete stack Shadow stack

Internal call

The case of the cross-compartment call is represented in Figure 5.4.
As before, the calling compartment allocates a new stack frame in the
concrete stack, where it stores the old stack pointer and some other data,
the return address is written in the RA register, and the SP register gets a
pointer to the top of the new stack frame. Then, the interfaces are checked.
If the call is allowed, and if the arguments don’t contain pointers, a
new stack frame is pushed on top of the shadow stack. This stack frame
contains the previous stack pointer sp, the return address ra = pc + 1,
and the callee’s signature sg. During this step, all other registers are also
cleared, to prevent covert communication between compartments.

PC — pc’
RA—pc+1
SP — sp’
PC — pc zZ
o Sg %’
SP s =
’ [ D5
£ ra %
Z

Concrete stack  Shadow stack Concrete stack Shadow stack
Cross-compartment call

Returns are the opposite, except that there is no direct way to check that
the return follows the interfaces; indeed, there is no guarantee that we
are returning from the same function that was called, because of tail-call
optimization. Instead, the shadow stack is used. The case of an internal
return is simple: we do not perform any check.

The case of a cross-compartment return is very interesting, and depicted
in Figure 5.5. The compartment encounters a jump instruction tagged as

Figure 5.3: Allocation of a new stack
frame during an internal call. The
shadow stack stays the same.

Figure 5.4: Allocation of a new stack
frame during a cross-compartment call.
The shadow stack gets a new frame.
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a return, that attempts to go to another compartment. Then, we use the
shadow stack to perform three checks:

1. the jump targets the right address as recorded on the shadow stack,
ra

2. the stack pointer register SP has been correctly restored: it contains
sp as recorded on the shadow stack

3. the value returned, which we use the signature sg to locate in the
registers, is not a pointer.

If all these are true, the return is allowed, the concrete and shadow stack
frames are deallocated, and the registers are cleared to avoid covert
communication.

PC—ra
SP — sp
sg o) PCrH ra
@ a
% sp o SP — sp
—~
;{ ra ||2
©)
Concrete stack Shadow stack Concrete stack  Shadow stack

Cross-compartment return

This use of a shadow stack can be seen as abstractly specifying the
well-bracketedness [47] of cross-compartment control-flow, and leaves
lower-level backends the freedom to enforce this in various ways. Finally,
because this shadow stack is not used for calls and returns inside a
compartment, backends don’t have to do anything special for these.

Additionally, a change we do to the RISC-V semantics for recomposition
to hold is to make stack frames used to pass spilled arguments in
cross-compartment calls read-only. Indeed, consider what could happen
without this protection. A first compartment, C;, creates a new stack frame
f; and saves a pointer to it; it then calls C; passing enough arguments that
some of them are spilled on that stack frame. Then, C; calls C; back, which
is then able to use its saved pointer to the stack frame f; to overwrite
some arguments. Then, C; returns. Now, if C; tries accessing an argument
on the stack, it will not obtain what was recorded on the trace but what
was written by C; during the callback. This would break recomposition,
hence the need to prevent this kind of attacks.

Making stack frames read-only is our solution: a malicious compartment
cannot exploit callbacks to modify the spilled arguments it previously
passed anymore.

5.3 Proving Correctness

We update all of CompCert’s 19 passes and the simulation proofs show-
ing forward compiler correctness (FCC) (Definition 3.2.2) to account for
the addition of compartments and the new trace model. In the setting
of CompCert, with determinacy, it implies backward compiler correct-
ness BCC (Definition 3.2.1). The updated proofs mainly rely on the

Figure 5.5: Cross-compartment return.
After the checks are performed, the top
frames are deallocated.

[47]: Anderson et al. (2023), ‘Formalizing
Stack Safety as a Security Property”
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compartment information being correctly preserved by compilation, e.g.
procedures not changing compartment, memory blocks belonging to
different compartments not being merged, etc.

Adapting CompCert’s compiler correctness Coq proof to account for
our changes was a substantial amount of work. We wanted to change
the proof as little as possible, in order for the proof to be easier to
maintain. But since CompCert is a realistic compiler, it was not always
obvious from the start how best to do this. Several times, we made
design decisions that seemed adequate, but turned out much later to be
inadequate, when we discovered that they interacted poorly with some
particular compilation pass (e.g. intra-compartment inlining or tail-call
optimization) or language (e.g. RISC-V assembly). These issues often did
not affect the correctness of the compiler, but made the proofs much more
difficult, so we had to backtrack and find alternative ways to structure
the changes so as to keep the proofs simple.

For a concrete example, consider the problem of when to check the inter-
face when executing a call. In most of SECOMP’s languages, following
CompCert’s example, calls and returns are done in two steps, using
special kinds of states that are called “call-states” and “return-states”.
An example is depicted in Figure 5.6.

if cross-compartment call disallowed: if cross-compartment return disallowed:
stuck stuck
state| ... |state
, & g |£
Event_call C C’.f args S C 9, Event_returnC’' Cv
—_— T —
state [ifosomparment callaliowed|  ca]]-state return-state | ifcosompartment et | state
C.f e Cf—C.g g —>cC € C.f
—_— —_——

finternal call _— ifinternal return
t (system call)

Only possible when ¢/ = L

During the execution of a procedure C.£, a call instruction to C’.g is
encountered. The compartmentalized semantics first compare the source
and destination of the call. If the call is an internal call (bottom arrow),
then the state transitions to a call-state of that compartment without
generating an event. If the call is a cross-compartment call, then the
semantics perform an additional check: if the call is allowed, then the
state transitions to a call-state, but this time generating an event recording
the call (top arrow). Otherwise, the execution must stop.

From this call-state, there are two possibilities: If g is not a system call,
the call-state transitions silently to a standard state of C" whose execution
continues until reaching a return instruction, upon which the standard
state silently transitions to a return-state preparing to return to C. If g
is a system call, then the call-state directly transitions to a return-state
preparing to return to C, according to the semantics of the system call.
Now, from the return-state, and similarly to the transition to the call-state,
we must again check whether the return is allowed, and transition to the
state of C if it is the case. Note that in the example above, it is possible for
C’ to return to C from a different procedure g’. This may happen when,
internally, g performs a tail call to g’.

The question one could ask is the following: why perform the interface
check during the transitions fo call-states and from return-states, instead
of during the transitions from call-states and to return-states? The reason
has to do with the structure of the proofs by simulation. Adding the
checks at the wrong location would require us to restructure the forward
simulation proof from the penultimate language to the last one, RISC-V.

Figure 5.6: Call from compartment C
(light green states) to compartment C’
(light blue states), and the correspond-
ing return.
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Indeed, the RISC-V semantics are an exception to the structure described
above and do not have an explicit call-state, instead merging the two
transitions from the upper path into a single one. More explicitly, the
existing forward simulation proof matches the first transition to the
execution of the jump-and-link, changing the PC to another compartment;
and the second transition is “dropped”.® Hence, given our goal to modify
the correctness proofs as little as possible, it was necessary to have the
interface check in the first transition rather than the second.

In the end we found elegant ways of adapting CompCert’s compiler
correctness Coq proof to account for all the changes above and proved
FCC and BCC. Yet, while compiler correctness is an important part of our
security proof, it is definitely not sufficient by itself. In the next chapter,
we will discuss the other components of the proof that together with
correctness imply security.

6: CompCert simulations allow relating
a source step to zero steps in the target,
at the condition that it only happens a
finite number of times in a row.



The Secure Compilation Proof of
SECOMP

With SECOMP, we demonstrate that it is realistic to formally verify
a secure compiler for a realistic language. In addition to the proof of
correctness that we already discussed in the previous chapter, we also
prove all the other components of the proof technique devised by Abate
et al. [7], including using recomposition instead of partial semantics.

This proof technique relies on several intermediary lemmas, namely
back-translation, blame, and recomposition. In this chapter, we will focus our
discussion on back-translation and recomposition.

In section 6.1, we will discuss the back-translation step, aiming at proving
the following lemma:

Definition 6.0.1 (Back-translation)

YVWr. Wy wm —
ACsP. (Cg < P') > m

The main idea behind our proof of back-translation is the introduction
of slightly more informative events recording so-called memory deltas,
that we use to reestablish memory injections at key moments during the
execution.

Then, in section 6.2, we discuss recomposition:

Definition 6.0.2 (Recomposition)

VCT C-/r.VPT P%—Vm
(CreaPr) w m A (CrpaPl) wm = (Crp<Pr) v m

Compared to chapter 4, we simplify our proof considerably by introducing
a generic notion of three-way recomposition simulation, as well as generic
diagrams based on the ideas of having three simulation relations (a
strong one, a weak one, and a mixed one), inspired by [3, 45]. We then
describe how we instantiate these generic diagrams in our setting.

Author contribution I, the author of this thesis, was the lead author of
the SECOMP paper [2]. As the lead author of the paper, I participated in
most discussions regarding the design of the proofs that are discussed
here. I was the sole contributor for the proof of recomposition. My
contribution to back-translation was purely high-level discussions and I
wasn't involved in the technical development, but it is still discussed here
for the sake of completeness, and because it’s very interesting. I wasn’t
involved in blame beyond a very high-level view, which explains why it
is not discussed here in this thesis.

6.1 Back-translation

We adapt the back-translation and proof technique described in chapter 3
to our setting, targeting Clight, but to do so, we need to make our
events more informative and devise a novel notion of well-formedness

[7]: Abate et al. (2019), When Good Com-
ponents Go Bad: Formally Secure Compi-
lation Despite Dynamic Compromise [Co-
authored] (arXiv version with recompo-
sition)

[3]: El-Korashy et al. (2022), ‘SecurePtrs:
Proving Secure Compilation with Data-
Flow Back-Translation and Turn-Taking
Simulation’ [Co-authored]

[45]: El-Korashy et al. (2021), ‘CapableP-
trs: Securely Compiling Partial Programs
Using the Pointers-as-Capabilities Prin-
ciple’

[2]: Thibault et al. (2024), ‘SECOMP: For-
mally Secure Compilation of Compart-
mentalized C Programs’ [Co-authored]
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of traces made out of these informative events through an intermediate
language.

First, the events we use in SECOMP do not contain enough information
to directly convert each trace into a Clight statement. In particular, they
do not capture all the information necessary to obtain a back-translated
program that produces the same events for system calls:

Unfortunately, among the axioms CompCert gives us, determinacy, which
states that executing the system call in the same memory state yields
the same result, is not sufficient, because there is indeed little hope of
perfectly reproducing the RISC-V memory in Clight.

Instead, CompCert provides another useful axiom (Axiom 6.1.1): if a
system call is executed in some memory M; resulting in memory M; while
generating a trace, then if executed in some other memory M, that M;
injects into, the same system call with the same arguments results in a
memory M, that M;” injects into, and crucially generates the same trace.

Axiom 6.1.1 (Commutativity of system calls and memory injections)
Given two environments ge; and ge;, two memories M; and M, and a
memory injection j that relates M; and M, (written M; j M,) and that
relates the symbols of the current compartment in the environments ge;
and ge;, then if a system call ef with arguments args produces a trace ¢
in ge; and M, resulting in return value res and new memory M;,

t
ge1, M + ef(args) — (res,M))
then:
. t

3’ res’ M. gep, My + ef(args) — (res’,MM})
with M[ > M.
Yet using this axiom imposes having a memory injection, and while
memory injections do not need to be defined on the entire memory, they
must be defined at least on the public symbols of the environment (of
the calling compartment), which include global buffers. Put simply, this
means that the semantics of system calls is allowed to depend on the

content of the calling compartment’s global buffers, but doesn’t need to
consider what is not reachable from these global buffers.

This motivates introducing more informative events satisfying two require-
ments: (1) a RISC-V program always produces a well-formed trace of
informative events, and (2) each informative event directly translates into
a Clight statement. Using these informative events, we define a novel
notion of well-formed informative trace and a back-translation from such
traces to Clight programs, and we significantly extend the technique of
Abate et al. [8] to prove the correctness of this back-translation.

Informative events augment each system call event (and also cross-
compartment call or return events) with a list of the changes to the global
buffers since the last informative event. Each of these changes is called a
memory delta, written 0, and a list of these is written A, and is ordered
chronologically. The informative events we use are:

1. Icall f t g V sg A represents a cross-compartment call, where f is
the name of the caller, t is the trace event produced by the call, g is
the name of the callee, v are the arguments, sg is the signature of
the callee, and A are the memory deltas.

One could maybe use a technique such
as the data-flow back-translation from
chapter 7 to obtain a very closely related
memory; however, this technique was
designed for memory sharing which we
explicitly don’t support in SECOMP, so
it might be too strong for our setting.
In addition, it was a very difficult proof
even in a simpler setting, and would
likely require a lot of work to adapt to
CompCert.

[8]: Abate et al. (2018), ‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’
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2. IreturnftvA represents a cross-compartment return, where £
is the current procedure name, t is the trace event produced by the
return, v is the return value, and A are memory deltas.

3. Isys f t ef vV Arepresents a system call, which is similar to the call
case except that it requires the system call descriptor ef instead of
g and sg.

where A represents a list of memory deltas. Formally, the memory deltas
are defined as follows:

0:= |delta_storevchpvC
| delta_store chbovC
| delta_bytesboVvC
| delta_allocClh
| delta_freeb1hC

where stores, storevs and bytes are three different kinds of stores, while
allocs and frees correspond to the same memory operations.

Our back-translation function uses these deltas to generate Clight code
performing the same changes to global buffers before performing the
system call, and is defined in the following manner, piecewise: first, the
back-translation of memory deltas in compartment C bt§ is defined as
follows:

btg (delta_storevchpv(C) = ifsymbol_of(p)=1idA
publicC (id) A not_pointer (v)
then p := v else skip
btg (delta_storechbov(C) =if symbol_of(b)=1id A
publicC (id) A not_pointer (v)
then id[o] := v else skip
btg (delta_bytesboVv () = if symbol_of(b) = id A
publicC (id) A not_pointer (V)
then id := v else skip
bt¢ (delta_alloc C1h) = skip

bt§ (delta_freeb1h() skip

where symbol_of returns the identifier of its argument, if it exists,
public®(id) is true if and only if id is an identifier corresponding
to a public global variable of C, and not_pointer (v) is true if and only
if v is not a pointer.

We define the back-translation of a list of memory deltas in C, btg as
follows:

btg ([]) = skip
bt§ (6 = A) =bt§ (8) ;; bt§ (A)

Note that we discard the stores to public global variables that are not
scalar; to do so, we restrict the semantics so that the public symbols only
contain scalars when doing system calls that generate events. Then, our
well-formedness conditions (described later) ensure that the last store
made to a global variable before issuing an event is necessarily that of a
scalar.

We define the back-translation of events in compartment C, bt§ as fol-
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lows:

btS (Icall £t gVsgA) =bt§(A) ;; g(¥)
bt (Ireturn f t v A) = bt§ (A) ;; returnv
btl (Isys £t ef VA) =btS () ;; ef (V)

We can finally define, for a given compartment C, the back-translation of
a list of events from that compartment, bt® in the following manner:

bt$ ([]) = return
bt$ (e 1s)=if C.ctr=n
then C.ctr + +;; btg (e)
elsebt{, (1s)
bt" = bt

where C.ctr is a counter local to compartment C. Then, each back-
translated procedure is defined by wrapping this in a while true loop.
One can recognize the structure of the back-translation described in chap-
ter 3, albeit slightly modified.

To help with the proof, we define a novel notion of well-formedness of
a trace of informative events. To do so, we define a new intermediate
language! with a semantics that characterizes the well-formedness of
such traces. Informally, informative traces can be seen as the programs of
this language, and the step relation executes these traces by emitting the
first informative event of the trace and updating the state according to the
event. More precisely, in this language, states s are triples that record the
currently executing procedure, a memory, and a cross-compartment call

stack; the step relation s 5, ¢’ relates the states s and s” and produces an
informative event a. The rules of the step relation additionally record the
conditions necessary for the back-translated code to be proved correct. In

particular, if s 5 s, then applying the deltas A from « to the memory M
of s produces the memory M of s’ (i.e. mem_delta_apply A M =1'); and
the public symbols only contain scalars before system calls.

We say that a trace of informative events is well-formed when it is produced
by the reflexive transitive closure of this step relation. We prove that for
any trace prefix m produced by a RISC-V program, there exists a well-
formed informative trace o that projects to m by removing the additional
data recorded in informative events. This allows us to then completely
forget about the RISC-V semantics when proving the correctness of this
back-translation.

6.2 Recomposition

As discussed previously, recomposition is essential for the proof tech-
nique, as it allows to replace the arbitrary RISC-V context with which we
started, with a context that was obtained by back-translation and then
compiled. More concretely, starting from two whole target programs
Wy = Cy =Py and W5 = C; > P that can execute to produce the same
trace m and that are each split into a program side (P respectively P,) and
a context side (C4 respectively C,), recomposition gives us that the whole
program W3 = Cy >« P, produces the same trace m.

1: We see our back-translation function
as a compiler from traces to Cminor pro-
grams.
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The intuitions behind this kind of proofs are as follows: (1) because of
determinacy the internal behaviour of a compartment only depends
on its internal state, and on all the information it received from other
compartments, or from system calls; (2) our extended trace model is
informative enough to capture all information that is exchanged between
compartments or obtained from system calls. Because of this, we can
relate the execution of W3 to that of Wy when executing in a compartment
of the context, and to that of W, otherwise: the internal states of the
compartments of the context part in the execution of W3 and that of
Wy agree, and the same holds for W3, W5, and the internal states of the
compartments in the program part. This is preserved by silent steps,
because they only depend on that same internal state; and because the
trace events record every information exchanged, even when switching
side, non-silent steps also preserve this information.

6.2.1 Simulation Diagrams for Recomposition

Formalizing this idea in order to prove recomposition for our RISC-V
semantics extended with compartments is highly complex, as it relies
on many low-level details of the RISC-V semantics. For this reason, we
propose a generic proof technique that elegantly splits recomposition
into several self-contained parts. Our technique introduces eight novel
CompCert-like simulation diagrams (described in detail in chapter 4)
that provide a structured way to think and reason about recomposition,
explicitly separating the definition of invariants, the reasoning about
internal steps, and the reasoning about events and cross-compartment
communication. Together, the diagrams imply the existence of a novel
three-way recomposition simulation that itself implies the recomposition
theorem (Definition 6.0.2).

We define three-way recomposition simulation in the generic setting of
labeled transition systems (S, —) with initial states:

Definition 6.2.1 (Three-way recomposition simulation) Given three labeled
transition systems L1 = (S1, —=1), Ly = (S2, —2) and L3 = (S3, —3), we
say there exists a three-way recomposition simulation between Ly, Ly, and L3
when there exists a relation R between states of L1, Ly, and L that satisfies the
properties depicted in Figure 6.1.

The Rocq definition, in the style of CompCert simulations, is also given
in Figure 6.2.

Figure 6.1: Three-way simulation prop-
erties represented graphically
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Record tsim_properties (L1 L2 L3: semantics) {...}
(match_states: state L1 -> state L2 -> state L3 -> Prop) :=
{ tsim_match_initial_states:
forall sl s2, initial_state L1 sl ->
initial_state L2 s2 ->
exists s3, initial_state L3 s3 /\
match_states sl s2 s3;
tsim_simulation_simultaneous:
forall sl e sl'
Step L1 sl (e :: nil) sl1' ->
forall s2 s2', Step L2 s2 (e :: nil) s2' ->
forall s3, match_states sl s2 s3 ->
exists s3',
(Plus L3 s3 (e ::
/\ match_states sl' s2'
tsim_simulationl:
forall sl sl1', Step L1 sl EO sl1' ->
forall s2 s3, match_states sl s2 s3 ->
exists s3',
Star L3 s3 EO s3'
/\ match_states s1'
tsim_simulation2:
forall s2 s2', Step L2 s2 EO s2' ->
forall sl s3, match_states sl s2 s3 ->
exists s3',
Star L3 s3 EO s3'
/\ match_states sl s2'
tsim_public_preserved:
forall id, Senv.public_symbol (symbolenv L3) id =
Senv.public_symbol (symbolenv L1) id }.

nil) s3')
s3';

s2 s3';

s3';

For each property from Figure 6.1, each row represents one of the 3
executions. Arrows represent execution steps, and are annotated with
either an event a or silence ¢. We denote the reflexive transitive closure of
the step relation with —*. We use thick, dark purple for the assumptions,
and dark green for the conclusions we have to prove (including the
existence of states). We denote equality via a double line. We represent
the simulation relation as a rectangle around the states it relates.

Property (a) corresponds to tsim_match_initial_states, and states
that the simulation relation % is compatible with initial states.

Property (b) corresponds to tsim_simulation_simultaneous, and states
that whenever the first two executions take a step from related states
producing the same observable event 4, then so can the third one.

Figure 6.2: Three-way simulation in Rocq

Properties (c) and (d) correspond to tsim_simulationland tsim_simulation2,

and state that silent steps in either of the first two executions preserve
the simulation relation (and the third execution is allowed to take some
silent steps too).

We prove that, given such a three-way simulation between the semantics
of programs Wy, Wy, and W3, then Wy ~ m AW, ~> m = Wi~ m
(which directly implies recomposition). For this it is enough to follow
both executions in W; and W,, and to apply the appropriate property,
(2), (3), or (4) until all of m is produced.?

To define simpler to prove simulation diagrams, we will instantiate the
relation R above with the conjunction of three relations, following ideas
of El-Korashy et al. [3, 45]: a strong relation ~, a weak relation =, and a
mixed relation JL. Intuitively, the strong relation ~ relates the internal

2: CompCert experts may note that we
do not use a notion of decreasing mea-
sure or a notion of final states, since we
are only concerned with finite execution
prefixes.

[3]: El-Korashy et al. (2022), ‘SecurePtrs:
Proving Secure Compilation with Data-
Flow Back-Translation and Turn-Taking
Simulation’ [Co-authored]

[45]: El-Korashy et al. (2021), ‘CapableP-
trs: Securely Compiling Partial Programs
Using the Pointers-as-Capabilities Prin-
ciple’
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state of the side being executed, the weak relation = relates the internal
state of the side not being executed, and the mixed relation . relates
the parts shared between compartments (such as the stack). Given three
states sy, s2, s3 that are executing a compartment that’s taken from W,
the strong relation = relates s; to s3, and the weak relation ~ relates s,
to s3. Symmetrically, when the current compartment is taken from W,
then s; ~ s3 and s, = s3. When switching to a compartment taken from
the other side the relations are switched as well. These three relations
are also parametrized by “metadata”, which is allowed to change during
the execution, and that we use to capture the relation between memories
with memory injections.

In our Rocq development, we call the strong relation strong_equivalence,

the weak relation weak_equivalence, and the mixed relation common_equivalence.

From this, we deduce 8 diagrams, 4 of them being depicted in Figure 6.3.
The other 4 are symmetric cases that involve switching the role of the
first and second executions.

si,_i & 51 TSI
: : : L,
= .52 : = _ S22 & i %
= v i = = \—">,
\ . SO \ N ./
1~ N 1~ /’:
Jie N R
L .',,L/’; T e
M 537 .8} MM s = sy M
(a) Silent step in strongly related states (b) Silent step in weakly related states
............. : ; ,
s1,_: 4@ 51 S1 a 51
.:—>.\ _
H \
: \
Sy 4 s} S a S
=| EF—. A~ Mm=| ==
: )
/

M s sh M S3 s
(c) Non-silent step with swapping rela- (d) Step with an event without swapping

tions relations

As previously, in each diagram, each row represents one of the 3 execu-
tions. Arrows represent execution steps, and are annotated with either
an event a or silence €. We use thick, dark purple for the assumptions,
and dark green for the conclusions we have to prove (including existence
of states). We depict in dashed line the weak relation, and in plain line
the strong relation; and we use dotted rectangles to depict the mixed
relation. We denote equality via a double line in Figure 6.3b.

The first diagram, Figure 6.3a, corresponds to the following Rocq code:

Definition step_silent_strongl:
forall sl s1', Step L1 sl EO s1' ->
forall s2 s3 M, strong_equivalence M sl s3 ->
weak_equivalence M s2 s3 ->
common_equivalence M sl s2 s3 ->
exists s3' M', Plus L3 s3 EO s3' /\
strong_equivalence M' sl' s3' /\
weak_equivalence M' s2 s3' /\
common_equivalence M' sl1' s2 s3'.

and describes the case where s; and s3 are taking a silent step syn-
chronously and can be read as follows: starting from three states s, s,

Figure 6.3: Recomposition diagrams
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and s3 related by Jl, such that s; = s3 and s, ~ s3, and such that s steps
silently to s], we have to prove that s3 also steps silently to another state
s;, that the weak and strong relation are reestablished for s} (i.e. s] = s;
and s, ~ sg), and that the mixed relation is also reestablished.

Similarly, Figure 6.3b describes the case where s, takes a silent step;
because it is only weakly related to s3, we do not require either s; or
s3 to take steps as well, but we must still reestablish the relations. It
corresponds to the following definition:

Definition step_silent_weakl:
forall sl sl1', Step L1 s1 EO s1' ->
forall s2 s3 M, strong_equivalence M s2 s3 ->
weak_equivalence M sl s3 ->
common_equivalence M sl s2 s3 ->
exists M', strong_equivalence M' s2 s3 /\
weak_equivalence M' s1' s3 /\
common_equivalence M' sl1' s2 s3.

The last two diagrams correspond to the case where both executions
produce an event, and represent the following predicate:

Definition step_event:
forall sl e s1', Step L1 s1 (e :: nil) sl' ->
forall s2 s2', Step L2 s2 (e :: nil) s2' ->
forall s3 M, match_states M sl s2 s3 ->
exists s3' M', Plus L3 s3 (e :: nil) s3' /\
match_states M' sl1' s2' s3'.

where match_states is defined as:

Variant match_states: metadata -> state L1 -> state L2 -> state L3
— -> Prop :=
| match_states_left: forall M sl s2 s3,
common_equivalence M sl s2 s3 ->
strong_equivalence M sl s3 ->
weak_equivalence M s2 s3 ->
match_states M sl s2 s3
| match_states_right: forall M sl s2 s3,
common_equivalence M sl s2 s3 ->
weak_equivalence M sl s3 ->
strong_equivalence M s2 s3 ->
match_states M sl s2 s3.

This definition captures the two possible cases: for Figure 6.3c and
Figure 6.3d, both executions produce an event a. Given s; = s3 and

a a
so ~ s3, related by Jl, such that sy — s] and s — s/, one must prove the

. a . .
existence of sg such that s3 — s/, i.e. that the three executions advance

in lockstep. If the event constitutes a change of control between the two
sides (program and context) weak and strong relations are swapped as
illustrated in the first diagram; otherwise, the relations aren’t swapped,
as represented by the second diagram.

We prove that our 8 diagrams together imply the existence of the above
three-way simulation, and hence imply the recomposition theorem. To
do so, we simply instantiate % with the match_states predicate.

6.2.2 Instantiating the Diagrams

How do we instantiate these relations in our setting? To answer this
question, we must first describe with a few more details the RISC-V
language we are working with.
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At the RISC-V level, states are the disjoint union of regular states s =
(regs, M, st) and return-states rs = (regs, M, st, sg, C) where regs is a register
set, Mis a memory, st a shadow stack, sg a signature, and C a compartment
name recording which compartment the execution is returning from
(Figure 6.4).

Inductive state: Type :=
| State: stack -> regset -> mem -> compartment -> state
| ReturnState: stack -> regset -> mem ->

signature -> compartment -> state.

Relating the memories is the most interesting part of our instantiation.
Indeed, the two executions can have different allocation behaviours, and
our relations must reflect that. To do so, we parametrize the relations
by two CompCert memory injections [22] j; and j», one for each of the
original executions. Their role is to relate the memory of their respective
execution to the memory in the recomposed execution.

A memory injection is a partial map j : Block — Block X Offset that
describes how memory blocks are transformed; for instance, in our case,
if j1b = (V’, 0), it means that the memory region located at block b in
the first execution will be found starting at block b’ and offset o0 in the
recomposed execution.

The injections are built iteratively during the simulation proof, starting
from initial memory injections relating the public symbols of their side,
and adding new mappings after each allocation. In particular, we make
sure that they do not relate the memory locations of the side that doesn’t
correspond to their execution. We define in Rocq a relation mem_rel (j:
meminj) (delta: side) (ml m3: mem) that captures all the properties
we want of the memory injections relating m1 and m3, where m3 is the
memory of the recomposed execution and m1 is that of either the first
or the second, depending on the delta parameter. In addition, we also
define a predicate meminj_preserves_globals inspired from the one in
Unusedglobproof.v, that states that our memory injections are defined
over and preserve the global symbols of the compartments of their side.
This allows us to show that system calls commute with the memory
injections.

Then, we define a weak and a strong relation using those injections, named
weak_equivalence and strong_equivalence. We leave the details of
these definitions to the Rocq development; the important part is that the
weak relation relates the memories of the runs according to an injection,
and the strong relation does the same, but additionally relates the content
of the registers.

The mixed relation (or common equivalence) relates the content of the
cross-compartment stacks in the three executions. A simplified definition
of the relation between the stacks can be seen below:

Inductive stack_rel (j1 j2: meminj) ml m2 m3:
stack -> stack -> stack -> Prop :=

| stack_rel_empty:
stack_rel jl1 j2 ml m2 m3 nil nil nil

| stack_rel_cons: forall stl st2 st3 fl f2 f3,
stack_reljl j2 ml m2 m3 stl st2 st3 ->
stackframe_rel j1 j2 ml m2 m3 fl f2 f3 ->
stack_rel j1 j2 ml m2 m3 (fl :: stl) (f2 :: st2) (f3 :: st3)

Figure 6.4: RISC-V states in Rocq

[22]: Leroy (2009), ‘A Formally Verified
Compiler Back-end’
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The important part is stackframe_rel: we define this predicate to use
either j1 or j2, depending on which execution the stack frame belongs
to.

Proofs Only the proofs of the 4 diagrams from Figure 6.3 are interesting,
since the remaining 4 follow by exploiting symmetries of the diagrams
and of the relations.

The first two diagrams require that silent steps don’t affect other compart-
ments. To prove them, we show several intermediary lemmas that state
that memory operations (allocation, store, free) preserve the relations.
Because of the large number of different instructions, we discard most
goals with an automation tactic that discards contradictory cases, and
applies preservation lemmas automatically. The (simplified) statement
of Figure 6.3a in our setting is given in Figure 6.5. Note that the injection

Lemma step_EO_strong: forall (sl sl': state),
Step (semantics W1) sl EO sl' ->
forall (s2 s3: state) jl j2,
meminj_preserves_globals jl1 ->
meminj_preserves_globals j2 ->
stack_rel j1 j2
(mem_of_state sl) (mem_of_state s2) (mem_of_state s3)
(stack_of_state s1) (stack_of_state s2) (stack_of_state s3) ->
strong_equivalence j1 sl s3 ->
weak_equivalence j2 s2 s3 ->
exists (s3': state) j1',

Plus (semantics W3) s3 EO s3' /\
meminj_preserves_globals j1' /\
meminj_preserves_globals j2' /\
stack_rel j1' j2

(mem_of_state s1') (mem_of_state s2)

(stack_of_state s1') (stack_of_state s2)
strong_equivalence j1' sl' s3' /\
weak_equivalence j2 s2 s3'.

(mem_of_state s3')
(stack_of_state s3') /\

for the strongly related side is allowed to change, because an allocation
might have happened, which requires adding a mapping to the injection.
The lemma step_E0_weak corresponding to Figure 6.3b is similar, but
doesn’t require the existence of a transition of the third execution (Plus)
as a conclusion.

Finally, the last diagrams, where an event is produced, are proved by
re-establishing the three relations after producing the correct event. They
are proved by a single lemma called step_t, reproduced in Figure 6.6.
One can see the two parallel steps in the assumptions, and the possible
switching of relations in the conclusion.

Proving these lemmas is made possible by the fact that all information that
is shared between the two compartments on a call or return appears in the
trace event. This wouldn't hold if stack frames storing spilled arguments
were still writable by the caller, since otherwise a compartment could
surreptitiously communicate by changing previously passed arguments
in an old stack frame. We discovered this issue while trying to complete
the proof of these three diagrams and failing, as we couldn’t prove that
a compartment reading an argument from the stack would get related
values according to the memory injection of its side (it could instead get
a pointer from the other side that’s not in the memory injection). This
required us to step back and change the semantics of RISC-V assembly
to make old arguments passed on the stack read only, as described in
subsection 5.2.4.

Figure 6.5: Rocq formalization of the
lemma for a silent step in strongly related
states
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Lemma step_t: forall (sl sl': state) (s2 s2': state) e,
Step (semantics W1) sl (e :: nil) s1' ->
Step (semantics W2) s2 (e :: nil) s2' ->
forall (s3: state) jl j2,
meminj_preserves_globals jl1 ->
meminj_preserves_globals j2 ->
stack_rel j1 j2
(mem_of_state s1) (mem_of_state s2) (mem_of_state s3)
(stack_of_state s1) (stack_of_state s2) (stack_of_state s3) ->
strong_equivalence j1 sl s3 ->
weak_equivalence j2 s2 s3 ->
exists s3' jl1' j2'

Plus (semantics W3) s3 (e :: nil) s3' /\
meminj_preserves_globals j1' /\
meminj_preserves_globals j2' /\
stack_rel sj1' j2'

(mem_of_state s1') (mem_of_state s2') (mem_of_state s3')
(stack_of_state s1') (stack of_state s2') (stack of_state s3')
- /\

((strong_equivalence j1' sl1' s3' /\
weak_equivalence j2' s2' s3') \/
(weak_equivalence j1' sl1' s3' /\

strong_equivalence j2' s2' s3')).

While our proof structure is similar to the turn-taking simulation of
El-Korashy et al. [3], we greatly benefit from the proof diagrams above,
as they give us a clear structure to organize the proof. Moreover, because
we rely on CompCert’s memory injections instead of ad-hoc memory
renamings, we are able to reuse much of the machinery that already
exists for the compiler correctness proof.

6.3 Discussion

We have shown how to prove the individual pieces of the proof technique
to prove RSCPS of our compiler, SECOMP.? Building and verifying
SECOMP was a long venture that took many man-months of work.
SECOMP adds ~43k LoC on top of CompCert, mostly in proofs. In more
detail, our extensions to CompCert 3.12 and its correctness comprise
~7k LoC of specs and ~11k of proofs, an increase of 7.2% and 22.3%
respectively. In addition, back-translation involves ~5k LoC of specs and
~6k of proofs; recomposition ~1k LoC of specs and ~8k of proofs; and

blame ~1k LoC of specs and ~4k of proofs.

Limitations First, the back-translation can only handle traces up to a
certain length, that is 2* events per compartment. This is because the
number of already executed events is stored in a single 64-bit integer. One
could imagine schemes to handle more events, using arrays of integers,
however it remains unclear whether there would still always be a limit
or not.

Then, the proof technique designed by Abate et al. [8] and that we use for
SECOMP does not directly apply. Indeed, the proof technique assumes
that compilation is total (it always succeeds), so that there is always
a compiled back-translated program. CompCert does not satisfy this
assumption: compilation can fail. Partiality comes mainly from several
sources in CompCert: first, some steps can fail: two steps are not verified
but instead use translation-validation, while the data-flow analyzer used
in some optimizations can fail if the analysis does not converge fast
enough. Some passes use errors to rule out code that couldn’t have been

Figure 6.6: Rocq formalization of the
lemma for parallel steps producing an
event

[3]: El-Korashy et al. (2022), ‘SecurePtrs:
Proving Secure Compilation with Data-
Flow Back-Translation and Turn-Taking
Simulation’ [Co-authored]

3: Blame is discussed in the paper, but
we leave it out of this thesis.

[8]: Abate et al. (2018), “‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’
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generated by the compiler, to avoid having to carry invariants through
several passes. Finally, some passes constrain the size of the generated
stack frames, which could make compilation fail.

None of these issues seem unsolvable on their own, but making CompCert
total would amount to a considerable amount of work. Alternatively,
one could attempt to prove that CompCert is total for a certain subset of
programs in which our back-translated programs belong. We do not do
any of these, and instead opt for systematically testing the compilation of
the back-translation, with property-based testing. This gives us reasonable
confidence that our back-translated programs can always be compiled.

Capability backend Finally, one thing we didn’t mention in this thesis
but is touched upon in the full paper is our prototype implementation of
a capability-based backend. While still extremely basic, this prototype
suggests that the compartmentalization mechanism can effectively be
implemented on a realistic machine, at a lower-level than CompCert’s
RISC-V.
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Memory Sharing

The various works presented in the previous chapters, including SECOMP,
do not allow for memory sharing between compartments. In these works,
compartments can only communicate via functions call and returns,
and are prevented from passing pointers directly. However, passing
pointers and having other functions read and write to them is a common
programming pattern in any C-like language.

In this chapter, we discuss SecurePtrs [3], an extension of [7] that integrates
memory sharing. Pointers are seen as unforgeable capabilities that can
be passed to other compartments to grant them access to a memory
region.

This new source of interactions between the context and the program
makes the definition of traces [45, 48] much more complex, and as a
result the back-translation and the overall proof of secure compilation
significantly more complex. It is also concerning that similar paper proofs
(for full abstraction) that consider memory sharing [45] end up running
way over one hundred pages, and formalizing them in a proof assistant
would likely be impossible in a reasonable amount of time.

Our contribution is SecurePtrs: a verified secure compiler that allows
memory sharing via capability-like pointers. To build and verify SecureP-
trs, we reuse the proof technique of [8], but we introduce improvements
to the intermediary lemmas:

» data-flow back-translation, a form of back-translation that uses more
informative events to record changes in the memory

» turn-taking simulation, an improvement of recomposition that, sim-
ilarly to SECOMP (section 6.2), makes use of novel “strong” and
“weak” simulation relations.

In this chapter, we focus on the first contribution, the data-flow back-
translation. To understand why we need a new back-translation technique,
consider the following example: suppose a compartment shared one
of its pointers to another compartment. That other compartment might
then have stashed this pointer somewhere, before returning to the first
compartment. Later in the execution, the context may recover this shared
pointer from where it stashed it, and write through it; because this is a
write to shared memory, this event must be recorded in the trace, and
the back-translated compartment will have to reproduce that exact write.
However, the back-translated compartment cannot forge a pointer, and
does not have access to the stashed pointer because it lives in private
memory (which shall never be recorded in the trace).

Prior work solved this issue in the back-translation by maintaining in the
back-translated program a store of all previously shared pointers, includ-
ing those that were shared transitively (pointers found in shared memory,
for instance). However, this leads to extremely complex invariants that
would be hard if not impossible to mechanize in a proof assistant. Our
solution, data-flow back-translation, enriches the traces with new data-flow
events recording every memory operation. The back-translation then reex-
ecutes all these operations one-by-one, essentially simulating the whole
of the target memory in the source.

In the rest of this chapter, we will expand upon this new data-flow
back-translation. In section 7.1, we discuss the memory sharing model
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Flow Back-Translation and Turn-Taking
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we consider in detail, and we highlight the major difficulties of this
setting when it comes to back-translation. Then, in section 7.2, we discuss
our data-flow back-translation technique, explaining how we solved
the issues we raised before. Finally, in section 7.3, we describe how we
put everything together, using data-flow back-translation, turn-taking
simulation, and the proof technique from [8] to build SecurePtrs and
verify it in the Rocq proof assistant.

Author contribution I, the author of this thesis, am one of the authors
of [3]. My main contribution was the implementation and part of the
design of the data-flow traces and the data-flow back-translation. I have
not participated in the design or implementation of the turn-taking
simulation, which is why it is not discussed here.

7.1 Memory Sharing Model

We place ourselves in the setting described in chapter 3, the same as [8].
The major difference we introduce is that we allow compartments to pass
pointers to each other, via function call.

Pointers are treated as capabilities [49-51]: the mere possession of a
pointer grants the authority to read and write in the memory block it
points to. Importantly, this extends transitively: if one has a pointer to
a memory block, and this block contains other pointers, then they also
have access to the pointers and hence to the blocks they point to. Once
another compartment gets access to a pointer from another compartment,
the block it points to must now be considered shared; and, because
compartments can easily store pointers in their private memory, memory
cannot be unshared.

In such a setting, it is natural and important that one can state properties
about this shared memory, and the obvious way to do it is on traces, by
recording the state of the shared memory on the traces. Moreover, for the
proof of security, one needs to track this shared memory on the traces,
or recomposition wouldn’t hold (there would be covert communication
through the shared memory between compartments). Because the setting
is sequential, the way we do it, following the example of El-Korashy et al.
[45], is to extend the events from [8] to record a shared memory M: a partial
view of the memory that only looks at shared blocks, as depicted in
Figure 7.1.

Event_call cpcp.idMv

a:=
| Event_returncpcpMv

To apply the proof technique from [8], we would need to update their
back-translation to also back-translate the changes to the memory between
two events. For instance, consider the very simple trace:

m = Event_call C1 C2.£ M 0;Event_returnC2 C1 M 0.

When back-translating the second event, the back-translation would
have to compute the difference between M’ and M and generate source
expressions to apply it. Even disregarding the issue of computing the
difference, the back-translation must ensure that C2 still has access to
all locations it must modify in this step; this means that C2 must have
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stashed every single pointer it ever had access to, including transitively,
just in case it needs them again later in the trace.

This is exactly what prior work [45, 52] has been doing: they built in
the back-translated program a custom data structure whose role is to
stash all pointers obtained through a graph traversal of the memory. We
attempted proving such a construction correct in a proof assistant, but it is
far from trivial, and even just proving termination of the graph traversal
is a challenge (the memory may contain cyclic data-structures).

The key observation that leads to our data-flow back-translation is that
one shouldn’t have to stash all possible pointers at each step; instead, if one
knew exactly what pointers were used and when, for instance because
it’s recorded on a trace, back-translation would become much simpler.

7.2 Extending the Back-Translation Proof with
Data-flow Traces

The key idea for the data-flow back-translation is to enrich the trace
events to capture all data flows, even those internal to the compartments.
We call these enriched traces data-flow traces, and the new type of data-
flow events is described in Figure 7.2. The new events, €, extend the
regular ones to capture all possible data flows in the target language. The
events dfCall and dfRet are just the Call and Ret events of Figure 7.1.
The remaining events correspond to target language instructions that
cause data flows: loading a constant to a register (Const), copying from
a register to another (Mov), binary operations (BinOp), copying from a
register to memory or vice-versa (Store, Load) and allocating a fresh
location (Alloc). Importantly, in a data-flow trace, every event records the
entire state—both shared state and state private to individual components.
Accordingly, in the data-flow events, M also includes locations that were
not shared to other components, and R is the state of the register file.

6 :=dfCall MRcp cp.idv
| dfRet MRcp cp v
| Const MR Cp V Fgest
| Mov MR CP T'src Tdest
| BinOp MR CP OP Tsre1 T'srcz Fdest
| Load MR €p Taddr Tdest
| Store MR €p Taddr Tsre
| Alloc MR C€p I'per Tsize

7.2.1 Outline of data-flow back-translation proof

Data-flow traces simplify the proof of back-translation by splitting it
into two key lemmas: enriching interaction traces to data-flow traces
and back-translation of data-flow traces, both of which are shown below.
Recall that T denotes a data-flow trace. We define remove_df(T') to denote
the interaction trace obtained by removing all internal data-flow events
from T, i.e., by retaining only Call and Return events.
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Lemma 7.2.1 (Enrichment)

VPt.Pwt —
AT.P ~» prT At = remove_df(T)

Proof. Immediate from the definition of the target-language semantics.
O

Enrichment is reminiscent of the first lemma from section 2.2 that we
used to go from “standard” traces to “informative” traces.

Lemma 7.2.2 (Data-flow back-translation)

VPT PWDFT =
APt. P~ ; At ~ remove_df(T)

This lemma is a standard back-translation lemma, but it also includes a
component to go back to “standard” traces, much like one of the lemmas
from section 2.2. The ~ relation captures the fact that a renaming of the
pointers occurs, as they are offset by one when going from the target to the
source. The reason for this renaming is discussed in subsection 7.2.2.

7.2.2 Data-flow Back-Translation, in Practice

We provide some details on how we implement the data-flow back-
translation, written T, and how we prove Lemma 7.2.2.

T takes as input a data-flow trace T and outputs a whole program W that
produces the standard trace remove_d£(T). As for the proof of Abate et al.
[8], each compartment in W maintains an event counter to keep track of
which trace event the component is currently mimicking. As part of the
main loop, this counter is incremented, and the appropriate branch in
order to emit the next event is chosen based on this counter. This counter,
as well as a small amount of other metadata used by the back-translation,
is stored inside the statically allocated buffers of each component of P,
which are accessed using the local construct.

Mimicking register operations A technical difficulty in the back-
translation is that, unlike the target, the source language does not have
registers. In order to mimic data-flow events involving registers, P simu-
lates these registers and operations on them within the static buffer of
the active component. For instance, a Mov MR Ccur Isrc Tdest €vent (which
copies a value from register rsr. to register rgest) is simulated by the
expression (local + OFFSET(rges)) := !(local + OFFSET(rs;c)), where
OFFSET(r) is a macro that is statically expanded to the offset correspond-
ing to register r in the simulated register file, and ! is dereferencing.

Mimicking memory operations Because the source and target memory
models coincide, we are able to back-translate memory events quite easily.
Thatis, a Store event is back-translated using assignment (:=) and a Load
event is back-translated using dereferencing (!). Since the static buffer
(whose block number is 0 in our semantics) is already used by the back-
translation to store metadata and simulated registers, the back-translated
program’s memory shifts by one block relative to the memory in the
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target: for each component, block b in the target corresponds to block b+1
in the source. This explains why we use the relation ~ in the statement
of the correctness of the data-flow back-translation.

The memory layout of the back-translated program (P = TT) relative to
the given target program P is shown in Figure 7.3.

simulated registers r r r

com aux

metadata

—

0 foctr [... |r r r

NSNS

Mimicking calls and returns The target language’s semantics enforces
a calling convention: calls and returns store the argument or return value
in rcoum, and set all other registers to zero. Therefore, calls and returns in
P need extra administrative steps to mimic this convention. For example,
mimicking a call event requires two administrative steps:

1. in the caller, dereference the content of the location simulating rcom
to get the argument and pass it to the function;

2. in the callee, assign the function argument arg to the location
simulating rcom, and set all other registers to 0.

Similar administrative steps are needed for mimicking a return event.

Proof of back-translation To prove back-translation (Lemma 7.2.2),
we use a simulation lemma that ensures a relation mimicking_state
holds between the state of P and the prefix mimicked so far. Intuitively,
mimicking_state Ty Tsp s means that s is the state reached after
mimicking all the data-flow events in Ty, and that the starting state of
the remaining trace Ty, matches s.

Lemma 7.2.3 (Trace-prefix mimicking)

VP TTpref Tsuﬁ-
P~ pr T =
T =Ty ++ Tyg =

ds t;ref.

t/
i) s A t;ref ~ remove_df(Tprf) A

mimicking_state Tpus Loy s

Because Lemma 7.2.3 ensures the relation mimicking_state holds for
every prefix, it effectively states that the memory of the back-translation
is in lock-step with the M and R components appearing in each data-flow
event € from T. mimicking_state is also strong enough to ensure that
the trace relation holds between the projection of the prefix mimicked
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so far remove_df(T,.s) and the corresponding prefix t;lref that the back-

translation emits.

Comparison with code-based back-translation It is legitimate to com-
pare our data-flow back-translation with both traditional trace-based
back-translation and code-based back-translations.

Indeed, a data-flow trace can be interpreted as the sequence of instructions
that were executed in the code of the target program, during a particular
execution. In that sense, the data-flow back-translation borrows from
code-based back-translation in that it also simulates the target code in the
source.

However, we want to note that our data-flow back-translation only
simulates a target program along a certain execution path, while traditional
code-based approaches need to simulate the code along all execution paths.
For this reason, our data-flow back-translation is still easier to implement
and to verify and is likely applicable to more settings than code-based
back-translation.

7.3 Verification of SecurePtrs

Using these ideas, we implemented and verified SecurePtrs, a verified
secure compiler extending the compiler from Abate et al. [8] with memory
sharing.

We reuse their proof technique, but we replaced their back-translation
with our novel data-flow back-translation, and recomposition with a
novel turn-taking simulation notion that is described in full detail in the

paper [3].

7.3.1 Verifying the Data-Flow Back-Translation

We verify the data-flow back-translation following the ideas highlighted
in the previous section, in particular Lemma 7.2.3. The proof is highly
complex, around 15k lines for the proof of back-translation alone.

There are two main reasons for this complexity: first, we work in a custom
memory model where we cannot reuse already existing theorems from
CompCert. In particular, reasoning about the offset-by-1 block renaming
is difficult, because we are not able to reuse all the machinery already
developed in CompCert for memory injections, like we are able to do
for SECOMP. In hindsight, it might have been a better idea to focus on
developing a better theory of memory renamings, or straight up reuse
the CompCert memory injections, which would have saved us a lot of
work.

The second reason comes from a particularity of the back-translation:
compartments do not start in a state where they are ready to execute
right away. Instead, our back-translated compartments must, when they
get control for the first time, initialize themselves, which is essentially
writing some default metadata in the right locations and allocating a
copy of the target initial local buffer. Proving this initialization correct,
though not the biggest part of our proof, is still a non-trivial amount of
work.
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7.3.2 Rocq Mechanization

Just like Abate et al. [8], we mechanize the entirety of the proof technique,  [8]: Abate et al. (2018), ‘When Good Com-

with the exception of forward and backward compiler correctness. ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’

We only need one additional axiom, which is that our compiler preserves
the privacy of the local buffer, meaning that source programs that don’t
share their local buffers also do not share it once compiled. We expect
this axiom to hold, because our compiler does not merge memory blocks,
but we would also expect it to hold for compilers that merge blocks, as
long as they don’t merge private and shared blocks together.

The entire development amounts to around 30k lines of code, of which a
bit more than half are dedicated to the data-flow back-translation and a
bit less than half to the updated recomposition lemma.



Nanopass Back-Translation

Through this thesis, we’ve built secure compilers that help protect source
programs against low-level adversarial contexts. However, with the
exception of the compiler from section 2.2, all these compilers were
protecting the safety properties of the source program: properties whose
violation is witnessed by a finite trace prefix (a “bad prefix”). However,
there is value in protecting stronger properties, such as hypersafety
properties and relational hypersafety properties. Indeed, those can be
used to encode standard security properties such as noninterference [27]
and observational equivalences [53].

Achieving secure compilation is challenging, and as we’ve shown in this
thesis, even more challenging is it when trying to prove it formally. Proofs
such as the ones we showcased but also proofs from the literature rely on
a notion of back-translation: given a target context performing an attack on
a compiled program, often evidenced by execution traces, one must build
a source context performing the same attack against the source program.
Such back-translations and their corresponding proofs can be highly
non-trivial, especially when the attacks are against hyperproperties and
relational hyperproperties. For such classes of security properties, attacks
are witnessed by several traces that the generated context must be able
to produce, depending on the observable behaviour of the program with
which it is linked.

In this chapter, as an important step towards large-scale secure com-
pilation proofs for hyperproperties and relational hyperproperties, we
propose a novel and general technique for back-translating a finite set of
finite trace prefixes into a single source context, and a convenient way
to prove the correctness of this back-translation in a proof assistant. We
observe that the set of finite trace prefixes recording the calls and returns
between the program and the context can be represented as a call-return
tree branching on calls and returns from the program to the context.
During the execution, the context produced by our back-translation has
to deduce, from the events that have already been executed, which branch
it is running (i.e. what subset of programs it could still be linked with),
in order to know what event to emit next. To do so, the context produced
by our back-translation maintains private state storing its last location in
the tree. Every time the context gets control, it uses this information as
well as the argument or the return value from the program, to decide
what event to produce next, and how to update its own location.

This raises two main challenges: (1) the generated context must correctly
handle reentrancy, since the program can perform arbitrary callbacks; and
(2) because these callbacks can be arbitrarily nested, returns may occur
arbitrarily far from their corresponding call. So the generated context
manipulates a complex state that is difficult to reason about.

As we have experienced first-hand in previous failed attempts to produce
a mechanized proof, a monolithic approach leads to writing a complex
back-translation function and to dealing with many invariants at the same
time trying to prove this complex back-translation correct. To address
these challenges, we instead structure the back-translation as a nanopass
compiler [54-56]. The back-translation is done in several small steps, each
performing a simple transformation of the tree, adding to each node new
information describing how the location in the tree changes depending
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on how the context regains control. This information is then used to
generate the source context that produces the right trace prefixes.

We prove this back-translation correct by adapting compiler correctness
techniques. We give semantics to each intermediate tree language and
prove several small CompCert-style forward simulations [22, 23] between
these representations. These small-step operational semantics reduce
a tree by following a trace: for each event of the trace, the semantics
follow the corresponding branch, and emit the event. The semantics
also explicitly enforce invariants of the execution, using ghost state to
store information, such as what events have already been executed, or an
abstract call stack. In the last compilation step, the simulation proofs link
this ghost state to a concrete state from the source language semantics.

Thanks to this modular structure, the effort of proving these small
transformations from trees to trees and eventually to source code is
lower, and we have fully mechanized these transformations and their
correctness proofs. The back-translation targets the compilation chain
of Abate et al. [8] (the one described in chapter 3 and chapter 4), and
is designed to replace the existing back-translation step of the existing
proof. While we have not yet mechanized this part, it should be relatively
easy to show that this compilation chain satisfies a much stronger
secure compilation criterion—i.e. that it robustly preserves a class of
relational hyperproperties including hypersafety (e.g. noninterference)
and relational hypersafety properties (e.g. trace equivalence, thus also
obtaining full abstraction)—by simply replacing the previous simplistic
back-translation handling only one finite trace prefix with ours that
back-translates any finite set of finite trace prefixes.

Finally, we believe that this general technique should be reusable for
other secure compilation proofs. In particular, the nanopass approach
allows us to structure the back-translation into two distinct phases: a
tree-manipulating phase that only depends on the trace model, but on
no other language features, and a code generation phase. Even the code
generation phase and the proofs pertaining to it should be mostly reusable,
as they only rely on programming language features that are common
to many languages (e.g. procedures, private state). For this reason, we
see this work as an important step in devising secure compilation proof
techniques that can be scaled up to real-world languages, such as the
recent compartmentalized version of CompCert, SECOMP [2], that was
described in chapters chapter 5 and chapter 6.

The remainder of the chapter is structured as follows: section 8.1 first
gives a higher-level account of our back-translation and proof technique,
explaining the key ideas. section 8.2 then presents the design of the
semantics of the intermediate languages and of the back-translation
passes. section 8.3 then outlines how we proved correctness for this
back-translation using forward simulations. Finally, section 8.4 describes
our Rocq formalization.

Author contribution I, the author of this thesis, am the lead author of
the paper [1] upon which this chapter is based. I devised the different
steps and the main ideas behind the proofs, and did most of the technical
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8.1 Key Ideas

We set our work in the setting of Abate et al. [8]. We refer the reader
to chapter 3 which contains a detailed description of the setting and,
in particular, of their proof technique (section 3.2). To simplify the
exposition throughout the chapter, we make the simplifying assumption
that each compartment is made of only one procedure, and we equate
the compartments and the procedure each contains.

At the heart of this chapter is the following observation: by strengthening
the back-translation step, it is easy to extend the proof of Abate et al. [8]
to show a much stronger secure compilation criterion.

8.1.1 Towards a proof of a stronger criterion

While Abate et al. [8] proved that their compilation chain satisfies RSP,
this is still a weak secure compilation criterion, one of the weakest
they study. Indeed, RSP only considers attacks represented by a single
finite trace prefix. What this means is that a secure compilation chain
satisfying RSP only robustly preserves safety properties. In general,
safety properties cannot capture data confidentiality and integrity, which
are essential security properties that one would want their compilation
chain to preserve.

Thankfully, Abate et al. [6] also propose stronger criteria that consider
several trace prefixes, which can also represent attacks against data
confidentiality and integrity (see also chapter 2). One such criterion is
the one named Robust Finite-relational Safety Preservation (RfrSP):

Definition 8.1.1 (Robust Finite-relational Safety Preservation) A compila-
tion chain is said to satisfy RfrSP when:

VK.VPl...PKCTWll...mK.
(P >« Cr > mp A ... APkl ><Cp > mg) =
ACs. (Py < Cs w my A ... A Py paCg w mg).

RfrSP states that any attack against a finite-relational safety property of
compiled programs P; ... Pk characterized by the finite trace prefixes
my ... mg, can also be mounted against the source programs (i.e. there
exists a source context Cg that induces the same prefixes). In [6] and
section 2.2, we also proved that a simple compiler that erases types
satisfies a variant of RfrSP.

This criterion is particularly interesting, as it implies the robust preserva-
tion of all hypersafety properties [20], a large class that includes not just
safety but also most variants of noninterference. In our context, it also
implies a variant of (the security-relevant direction of) the well-studied
criterion of fully abstract compilation [6, 53]. Finally, this is the strongest
criterion of Abate et al. [6] that can be proved by back-translating trace
prefixes.

The RfrSP criterion is, however, harder to prove than RSP: while for RSP
the context generated by back-translation only needs to produce a single
trace prefix when linked with a single known program, for RfrSP the
produced context needs to be able to produce finitely many trace prefixes
when linked with several possibly different programs.
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T=(Cs,P},...P'x)
P/ >aCg ~> m P;><Cg ~w>m

1I Forward Compiler Correctness
I Bllck'tmnslatio,ﬁ \ IV Backward Compiler Correctness[
Pl ><Crwm P/| >aCgl > mj ———— Vi. P;| = Cgl ~> m

11 Recomposition/

The first insight is that it is possible to prove RfrSP using the same
proof technique, with the sole difference in the back-translation. In-
deed, suppose one is able to provide a back-translation (14, . .., mg)T =
(Cs, Py, ..., Py)such that Vi. P! >« Cs ~> m;. Then, it is possible to plug
this back-translation in place of the single-trace back-translation and
apply all the other steps pointwise. One then obtains a proof of RfrSP.
The updated proof technique is given in Figure 8.1, with the differences
highlighted in red.

8.1.2 Back-translating multiple traces

How can one back-translate a finite set of finite trace prefixes though?
Consider an example compartmentalized application with compartment
Cc in the context and compartment Cp. in the program. Suppose that
the context is linked with three other programs so that we obtain the
traces my, mp, m3 in Figure 8.2. A key idea is that such prefixes can be
represented as a call-return tree whose branches are labeled with events,
as seen on the left of Figure 8.2. In the languages we consider branching
can only occur when the program has control, and two different programs
decide to produce different events.

Ret Cc Cp 42 Ret Cp Cc 43
3

Call Cp Cc 41
Set of trace prefixes:
Call Cc Cp 40 1 Ret Cp Cc 43 5 iy = Call Ce Cp 40; Call Cp Ce 41; Ret Ce Cp 42; Ret Cp Ce 42
my = Call Cc Cp 40; Ret Cp Cc 43
Ret Cp Cc 44 msz = Call Cc Cp 40; Ret Cp Cc 44

In Figure 8.2, we give each node a unique identifier. These identifiers
generalize the scheme of Abate et al. [8]: instead of relying on a counter
that is always incremented, the context is now able to encode what
events have already been executed by simply recording the location of
the last executed event in a private variable loc. The compartment being
back-translated can then use this information to determine which event
to perform next and how to update loc. Determining how to update the
loc counter and which event to produce is, however, far more involved
than in the simple single-trace back-translation, and the code for the
compartment Cc that we generate from the traces in Figure 8.2 is given
in Figure 8.3.

The core idea of the back-translation is for the generated compartment
Cc to maintain a private variable is_call that will be set to 1 whenever
Cc is about to pass control to another compartment (and generally when
it doesn’t have control). That way, it knows that a call it receives when
is_call =1 comes from another compartment (line 2), and that it must
update its location loc based on the current value loc and the argument
it received (lines 5-7).

Figure 8.1: Outline of Abate et al. [8]’s
proof technique adapted for RfrSP (parts
changed in )

Figure 8.2: Example of a call-return tree
representing a set of finite prefixes

[8]: Abate et al. (2018), “‘When Good Com-
ponents Go Bad: Formally Secure Com-
pilation Despite Dynamic Compromise’
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Cc(arg):
if (is_call) {
/* Receiving a cross-compartment callback; we update the location based
on the current location and the received argument x/
if (loc = 1) {
if (arg = 41)
loc = 2;
}
} else {
/* this is not an incoming call, but rather a recursive call to handle
a return value. We update the location based on the current location
and the returned value (stored in res) x*/
if (loc = 1) {

if (res = 43)
loc = 5;
else if (res = 44)
loc = 6;
} else if (loc = 3) {
if (res = 43)
loc = 4;
P h

// Now we generate the appropriate event based on the current location
if (loc = 0) {
is_call = 1;

loc = 1;

res = Cp(40);
is_call = 0;
Cc();

} else if (loc = 2) {
is_call = 1;
loc = 3;
return 42; }

Following the code in Figure 8.3, Cc goes directly to line 23, and starts
branching on its current location (that just got updated). Depending on
this value, it will produce either a cross-compartment call (lines 23-28)
or a cross-compartment return (lines 29-33). In the case of a call, the
compartment sets is_call to 1 (line 24) and updates its location (line
25), before calling the other compartment (line 26). When this new call
returns, the return value will be stored in a third private variable res
(line 26), the compartment will set is_call to 0 (line 27), and call itself
recursively (line 28). Then, the else path of the first i f will be taken (line
9), and the return value will be used, together with loc, to set a new
location (lines 13-21). One may wonder why not set the new location
right after the call, between lines 26 and 28? This is because Cc might
have received callbacks that updated loc in the meantime. Because loc
might have changed, it is necessary for correctness to branch on it again;
and it is simpler in terms of reasoning to gather all this branching at the
same place in the code instead of it being dispersed among all the calls.

Finally, what happens when doing a return (lines 30-32)? Because it is
about to pass control back, Cc sets is_call to 1, updates its location, and
starts returning. Then, the return pops the stack and reaches another
compartment, which if also generated by our back-translation, will handle
its return value in the way described above (lines 24-29).

Note that in our example, we only consider two compartments, and each
compartment has only one procedure. In the general case, we support
an arbitrary number of distinct compartments; we consider one tree per
compartment: for a compartment C, it is the tree obtained by filtering out
all events that do not involve C from the traces. We are able to do this
filtering because a compartment cannot observe the interactions between
two other compartments directly. This generalization does not affect the
structure of the back-translated programs.

Figure 8.3: Code for C¢ generated by the
back-translation



8 Nanopass Back-Translation | 83

(5) Source language: (e) (4) Flattened
Cs, P, .-, P;( representation

i (d)

I (3) Stack-aware trees

i (©

I (2) Trees

I with unique identifiers

i (b)

Target language: (0) Well-formed traces () (1) Call-return trees

8.1.3 Nanopass back-translation

The back-translation described above is complex; to tame this complexity,
we divide the back-translation into a series of small steps, each improving
upon the previous one in a minimal way, in the style of a nanopass
compiler [54-56].

For this we define several intermediary tree languages with more and more
detailed semantics as we progress through the back-translation. Each step
makes explicit one invariant that was previously implicit, or introduces a
new piece of ghost state that will later be related to concrete state in the
generated source code.

Figure 8.4 gives an overview of the different passes of our back-translation.
Starting from the target language on the bottom left, the compiled
programs produce a well-formed set of traces when linked with the
target context. Our notion of well-formedness captures the notion of
determinacy necessary for them to be representable as trees. This well-
formed set of traces is the starting point of our formally verified back-
translation:

(a) we prove they canbe represented as call-return trees, as in Figure 8.2

(b) to each node of the trees we assign a unique identifier, which will
be mapped to the variable loc in the code;

(c) we add an abstract cross-compartment call stack to the semantics
of the trees;

(d) we flatten the trees into lists of rules that describe how each
compartment should update its private state and emit events,
depending on its current private state and the last event that was
executed. For instance, a rule of the form (1, Call C; C; 40, n”) can
mean—depending on whether it’s a rule for C; or C;—either that
when at location 7, compartment C; must update its location to
n’ and call C; with argument 40, or that when at location n, if
compartment C; receives a call with argument 40 then it must
update its location to n’;

(e) for each such rule, we generate a source statement; for instance, the
previous rule would be translated either to loc = n'; €2(40);

(for C;) orto if(loc = n && arg = 40){loc = n'} (for C). We then
assemble the final source programs from these sub-statements.

We write T(,—¢) to refer to the whole back-translation, and T,), ..., T(e)
for each back-translation step. We see verifying this back-translation
as proving compiler correctness. We first equip the call-return trees with
simple semantics of the form T ~», m meaning that the call-return tree

Figure 8.4: Steps of our nanopass back-
translation

[54]: Keep (2020), “The Nanopass Frame-
work as a Nanopass Compiler (ELS
keynote)’

[55]: Sarkar et al. (2005), ‘A Nanopass
framework for compiler education (edu-
cational pearl)’

[56]: Keep et al. (2013), ‘A nanopass
framework for commercial compiler de-
velopment’



T at level n produces the trace m. A step in this semantics works by
plucking and emitting the event at the root and using the event to choose
one of the child branches to reduce next. We use this to state the main
theorem, saying that for any prefix m in the set of well-formed traces S
we consider, the back-translation of S to a source whole program ST ,_e)
can produce m in the source semantics, vs:

Theorem 8.1.1 (Correctness of call-return tree back-translation) For any
well-formed set of traces S, if m € S then: ST (,_e)™>5 m.

To formally prove this theorem in Rocq, we rely on the nanopass structure
of the back-translation, and first prove an initialization lemma and then
a compiler correctness lemma for each pass of the back-translation from
levels (1) to (5).

Lemma 8.1.2 (Initialization of the back-translation) Let S be a well-formed
set of traces. Then there exists T a program at level (1) such that for any m € S,
T ’V\')(l) m.

Lemma 8.1.3 (Correctness of a back-translation step) Let T be a program
at level (i) where i > 0 and (a) the step from (i) to (i +1). If T ~o(;) m then
Tl ()™ (iv1) M-

We verify each pass after the initialization by proving a simulation.
Because each transformation is simple, proving each of these simulations
is considerably simpler than proving the entire back-translation correct
at once; and while this requires more upfront setup (defining each tree
language), we found this technique much easier overall.

Proving these lemmas raises two questions that have to be answered
together:

i How do we define the semantics of each intermediate level?

ii How can we prove that the final source program obtained by
back-translation is correct? In particular, what kind of invariants
are needed in this proof?

First, we identify the core invariants that must hold of the generated
source code: (i) the location stored in the private state of each compartment
must always be up-to-date; and (ii) completeness properties: all events on
the trace have a corresponding statement in the back-translated code, all
events have a corresponding statement that “consumes” it and updates
the state, and all these statements should be reachable when in the right
state.

Then, we build up incrementally to the source level by introducing
these new invariants in the semantics, little by little. More concretely,
the small-step operational semantics of our languages enforce these
invariants by adding them as requirements of the small-step transitions.
For instance, when we add the abstract cross-compartment stack, the
semantics only allows returns if they are indeed returns from and to
the compartments recorded on that stack. This enforcement is only a
tool for the proof: indeed, we later prove forward simulations between
the languages, showing that these invariants do not really restrict the
behaviours of programs. Each of these small additions incurs a proof
burden, but instead of having to deal with them all at once, our structure
allows us to do it one by one, in isolation. Once an invariant has been
established in the semantics of one level, the fact that each step is small
makes it easy to prove that it is preserved up to the source level. Once
we reach the final pass, we only have to reason about the semantics of

8 Nanopass Back-Translation
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the source language, but all of the more complex invariants have already
been dealt with in earlier passes. Moreover, all the levels except the very
last one are pretty much independent of the source language we target,
so we expect one would be able to reuse these parts of the proof fairly
easily.

In the following sections, we describe in more detail our methodology
to build the semantics of the languages and how we use them in the
proofs.

8.2 Design of the nanopass back-translation

8.2.1 The tree languages in the back-translation

Structure and invariants The idea at the core of our definition of all
tree languages is the following: to each compartment, we associate one
tree representing the set of traces it produces. The type tree we use to
represent all of our trees is given below in Figure 8.5. It is parameterized
by the type A, which differs between each tree language and represents
the data stored in each node. The branches are labeled by events.

Inductive tree (A : Type) : Type :=
| node : (* content of the node x) A ->
(* children *) branches A -> tree A

with branches (A : Type) : Type :=
| Bnil : branches A
| Bcons : (* label *) event ->

(x tree corresponding to that label x) tree A ->

(* rest of the children ) branches A -> branches A

There is an important asymmetry in this setting: while compartments
C € C (in the context) depend on the entire set of traces, compartments
C € P; (in the program) only depend on one of the traces, m;. What this
means is that, for compartments in the program, the tree that is associated
to each compartment is entirely linear, and is a simple embedding of the
trace in the type of tree (i.e. they look like this: node (Bcons el (node
(Bcons e2 ... Bnil)) Bnil)). Conversely, for compartments in the
context, the tree associated to them is branching; yet, this branching can
only occur in restricted manners. Indeed, our languages are deterministic:
this means that the only way for a tree associated to a compartment
of the context to branch is if a compartment of the program behaved
differently.

This allows us to define determinacy invariants that we use to prove the
completeness properties discussed in the previous section. First, we
define two determinacy invariants' that apply at all levels. The first such
invariant is unique_current_tree (Figure 8.6): This invariant captures
the intuition that, if a compartment has control (line 9), then it can only
execute one single next event (captured by match br' with | Bnil =>
true | _ => false end). The rest of the invariant corresponds to the
recursive cases: for the subtree tr (line 8) and the remaining branches
br' (line 11).

The second determinacy invariant, deterministic_tree, is partially
listed in Figure 8.7:

This determinacy invariant captures the intuition that executing the same
event always leads to the same state; i.e. there are no two branches at the

Figure 8.5: Basic type used to represent
trees

1: Inour Rocq development, we use pred-
icates in either bool or Prop without
distinction, depending on what is more
practical.
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Fixpoint unique_current_tree {A : Type} (C : Compartment.id) (tr : tree A)
— : bool :=
match tr with
| node _ br => unique_current_branches C br
end
with unique_current_branches {A : Type} (C : Compartment.id) (br :
— branches A): bool :=
match br with
| Bnil => true
| Bcons e tr br' => (unique_current_tree C tr) &&
(if cur_comp_of_event e == C then
match br' with | Bnil => true | => false end
else unique_current_branches C br')
end.

Inductive deterministic_tree {A : Type} : tree A -> Prop := ...
with deterministic_branches {A : Type} : branches A -> Prop := ...
| deterministic_branches_cons : forall (e : event) tr brs,
deterministic_branches brs ->
deterministic_tree tr ->
(x once we find a given event, it doesn't appear in the rest x)
not_in e brs ->
deterministic_branches (Bcons e tr brs)
with not_in {A : Type} : event -> branches A -> Prop := ...

same level in the tree that are labeled by the same event. This idea can
be seen in the use of a predicate not_in (line 7), which enforces that an
event cannot appear (anymore) in the rest of the children labels.

Finally, we introduce a third determinacy invariant (that we do not list
here), during step (b). In that step, we associate to each node in the
trees a location identifier and this determinacy invariant captures the
uniqueness of locations. It is very similar to deterministic_tree, except
that it is about the content of the nodes instead of the labels of the
branches.

Semantics As described above, programs in these languages are maps
from compartments to such trees. We give a small-step operational
semantics to each of the tree languages that works by reducing states. As
a common basis, states contain the remaining trace that is to be produced,
and, for each compartment, a tree capturing the rest of the execution.
Then, the semantics are built around a reduction rule such as the one
described in Figure 8.8. The idea of this rule is that one can follow the
execution of a given trace by replaying all of its events one by one, each
time reducing the trees associated with the two compartments. In this

rule, the notation T; N T; means that T; is a child of T; through a branch
labeled ¢, and compartments(e) = (C;, Cj) means that the event e is a call
or a return from C; to Cj.

Moreover, the semantics maintains some amount of ghost state gs, which
stores information about what happened previously during the execu-

S-StEP
S.trace = e :: ¢ compartments(e) = (Cy, Cj)
s.trees(C;) = T; s.trees(C;) =T, T 5 T
T; 5 T; s’.trees = s.trees[C; > T;,Cj > T;] s’ .trace =t
e ’
s— s

Figure 8.6: Invariant capturing the
uniqueness of the next event for the cur-
rent compartment

Figure 8.7: Invariant capturing the deter-
minacy of trees

Figure 8.8: Basic reduction rule for trees
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tion. This information contains the current location gs.loc (a map from
compartments to natural numbers added by step (a)), and an abstract
stack gs.stack (added in step (b)) recording cross compartment calls, i.e.
a sequence of (Compartment.id * Compartment.id). Then, the seman-
tics contain restrictions on the ghost state that capture the invariants we
want to prove for the back-translated program. For instance, below one
can see what we added to the rules to capture the well-bracketedness of
the stack: calls add frames to the call stack, and returns are only allowed
when the top frame of the stack matches that return.

S-SteP-STACK-CALL
gs’.stack = (Ci, Cj) :: gs.stack

Callcicyz ,
s,gs — s’,0s

S-STEP-STACK-RETURN
gs.stack = (Cj,Cy) = s gs’.stack = s

RetCiCjz , ,
5,08 ——— s, gs

This ghost state is an abstraction of the concrete state of the generated
source code. For instance, the abstract location stored in trees corresponds
to the private variable loc of each generated compartment, and the
abstract stack corresponds to the concrete stack of the source language in
the sense that it captures the same cross-compartment behaviours.

We build the semantics iteratively, by taking the semantics of the previous
level, and adding the new conditions in addition to the previous ones.

Initialization We do not start from trees, but actually from sets of traces
that satisfy a notion of well-formedness. For this reason, the first step of
our back-translation is to constructively prove that such sets of traces can
be represented as trees satisfying the predicates described previously. To
do so, we define add_trace_to_tree (Figure 8.9) that adds a trace to a
tree, and tree_of_trace_list thatiterates this function over a sequence
of traces. The core of this function is actually add_trace_to_branch:

Fixpoint add_trace_to_tree (tra: trace) (tr: tree unit): tree unit :=
match tra with
| nil => tr
| cons e q =>
match tr with
| node tt br => node tt (add_trace_to_branch e q br)
end
end
with add_trace_to_branch (e: event) (tra: trace) (br: branches unit): tree
< unit :=
match br with
| Bnil => branch_of_trace (e :: tra)

| Bcons e' tr br' => if (e == e') then
Bcons e (add_trace to_tree tra tr) br'
else

Bcons e' tr (add_trace_to_branch e tra br')
end.

this function takes an event and a trace following this event, traverses
the branches until it finds one that is already labeled by this event, and
merges the remaining trace with that branch (lines 12-13). If it doesn’t
find such a branch, it creates a new one (line 11). This ensures there is no
duplication between events, as required by deterministic_tree.

Figure 8.9: Construction of trees from
traces



We do not reproduce our notion of well-formedness here, but it captures
the determinacy conditions for proving unique_current_tree: that s,
if the history is the same and the context has control, then it can’t be that
two different events appear at this point on the traces.

Tree transformations Steps (b) and (c) are simple tree transformations.
Pass (b) adds a unique identifier and pass (c) a stack snapshot to each
node. The stack snapshot records what the state is supposed to be when
reaching that node, which simplifies the statement of the properties and
the reasoning in the simulation proof. These two transformations compile
trees by adding new information to the nodes of the trees: pass (b) goes
from tree unit (level 1) to tree nat (level 2); and pass (c) goes from
this to tree (nat * stack) where stack = list (Compartment.id =
Compartment.id). These transformations are simple (they map a trans-
formation over all nodes), and do preserve the determinacy invariants
described previously. The more involved transformations are described
in the next subsection.

8.2.2 Flattening and code generation

The trees used so far cannot be easily mapped to source compartments
in one go, as described in subsection 8.1.2. Instead, we go through two
steps, (d) and (e), that manipulate a flattened representation of the trees,
in order to generate source statements.

Flattening Step (d) flattens trees into a list of rules describing how
compartments should update their location when they get control, and
what event they need to produce at a given location. Concretely, a
program at level (4) is a map from compartments to list (nat * event
* nat). Elements of such a list are rules on how to update location and
what events to emit. As an additional invariant, these lists of rules satisfy
uniqueness and determinism properties that derive from the uniqueness
and determinism properties of the tree languages. For example, consider
a call Call C; C; 40 that appears in a trace. Then:

8 Nanopass Back-Translation

» thelist corresponding to C; will contain some rule (111, Call C; C; 40, n{)

meaning that when C; is in location 74, then it must update its
location to 1] and call C; with argument 40. Additionally, this list
will not contain any other rule starting at 11 (because C; has control,
it can only do one next event);

» thelist corresponding to C; will contain some rule (112, Call C; C; 40, né)

meaning that when C; is called with argument 40 and its current
location is 75, it must update its location to 7). Additionally, the
list may contain other rules starting at 1, however none of those
will also be for a call with the specific argument 40.

We give a semantics to this language in the same style as for the trees. The
main difference is that a step can be taken iff a corresponding rule appears
in the mapping for each compartment. Unlike the tree representation,
the list of rules is not reduced during execution: this is similar to the
source semantics in that the source code of a source compartment does
not “disappear” when it is executed. Finally, the ghost state still keeps
track of the abstract call stack.

88
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Code generation The code generation step (e) transforms the previous
lists of rules to executable source code. For each rule, this step generates
two statements: one for the compartment giving up control, and the other
for the one gaining control. The statements of each compartment are then
concatenated so as to obtain source code akin to Figure 8.2, by filtering
and folding over the list of rules and statements.

8.3 Proving the back-translation correct using
forward simulations

In this section, we discuss the core of our proof: how we prove forward
simulations between all the tree languages to obtain a correctness lemma
for each of these steps.

8.3.1 Forward simulations

To prove Lemma 8.1.3 between tree languages, we use forward simulations
in the style of CompCert. For each step a between levels (i) and (i + 1),
we define a simulation relation ~(,) between the states of two consecutive
languages. Then, we prove the following lemmas:

Lemma 8.3.1 (Initial states are related) Let s; be an initial state at level i and
si4+1 an initial state at level (i+1), then s; ~(4) Sit1.

Lemma 8.3.2 (Forward simulation) Let s; be a state at level i and s;,1 a state
at level (i+1).

Suppose s; ~(4) 8i+1 and s; i)j S;" Then there exists a state S;_H at level (i+1)
such that:

e * ’ ’ ’
Si+1 7i+1 Si4q and S; ~a Siy

Itis well known [22, 23] that, together, these two lemmas imply Lemma 8.1.3.  [22]: Leroy (2009), ‘A Formally Verified
Compiler Back-end’
[23]: Tan et al. (2019), ‘The verified

: : : CakeML compiler backend”
8.3.2 Simulation relations and proofs AR comprier backen

We now describe how to define these simulation relations for each pass.

Simulations between tree languages Recall that for the tree languages,
states contain a map from compartment identifier to trees storing what
is left to be executed. For passes between such tree languages, the
basic idea is simple, and can be summarized as follows: we always
maintain one essential property: if s; is a state at level i and s; a state
at level 7 + 1 that ought to be related by the simulation relation, then
for any compartment C;, s;41.trees(C;) = f(s;.trees(C;)) where f is the
transformation applied by the pass. In addition, when we introduce the
abstract stack, the simulation relation captures the fact that this stack
is always well-bracketed. We use the predicate in Figure 8.10 in the
simulation relation between the states at level 2 and 3. This predicate
relates the trace remaining to be executed and the current stack: if the
next event is a call (line 4), then the rest of the trace is related to the same
stack, with a new frame corresponding to the call added. On the other
hand, if the next event is a return (line 5), then the stack must have a top
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Fixpoint wf_stack trace (tra: trace) (st: stack): bool :=
match tra with
| [1 => true
| ECall Ccur P z Cnext :: tra' => wf_stack_trace tra' ((Ccur, P, Cnext)
— i st)
| ERet Ccur z Cnext :: tra' =>
match st with

| (Cnext', _, Ccur') :: st' =>

(Ccur == Ccur') && (Cnext == Cnext') && wf_stack_trace tra' st'
| - => false
end

end.

stackframe that corresponds to this return and the rest of the trace must
be related to the rest of the stack. We use this predicate in the simulation
to prove the well-bracketedness of the stack required by the semantics.

Note that we don’t need to manipulate this predicate after step (c), because
after that the semantics of the languages enforce the well-bracketedness
of the stack, as in subsection 8.2.1.

Flattening Recall that after flattening, we do not reduce the list of
rules anymore; hence, the list of rules in the flattened representation is
a superset of the trees from the previous level. Instead, the invariant
we maintain states the following: any rule that can be derived from the
source trees in the current state can be found in the list of rules we keep.

In addition, we prove the determinacy invariants stated in subsection 8.2.2
explicitly from the start, and make it part of a notion of well-formedness
of our programs. We use this to prove the notion of uniqueness from
Figure 8.11: This says that in the list of incoming calls for compartment C,

Definition uniqueness_in {A B: Type} (l: list (B * A)) :=
forall b a a', In (b, a) 1 -> In (b, @a') 1 -> a = a'

Definition unique_incoming_calls: forall C es,
prog_rules p C = Some es ->
uniqueness_in (incoming_calls C es).

there is at most one rule for each key, and here keys are of type (nat =
Z): the natural number corresponding to the location, and the integer
argument for this rule. We have similar definitions for incoming returns
and for outgoing events. Proving that the properties of the trees imply
these uniqueness properties is quite involved, but only because of a
complex induction on trees.

Code generation Step (e) goes from the flattened representation to
source code and could have been the most complex to reason about.
However, since the flattened representation is very close in its structure to
the actual code produced by the back-translation, most of the reasoning
to prove this step correct has already been done. This proof step goes as
follows:

1. We define the simulation invariant that holds at each synchroniza-
tion point of the simulation (i.e. when we have to prove the two
states are related).

2. We prove individual properties of the back-translations of each rule:
they produce the right event, they update the location correctly,
etc.

Figure 8.10: Relation for the stack used
in the simulation proof between levels 2
and 3

Figure 8.11: Uniqueness for the flattened
representation
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3. We prove that the generated code chooses the right branches in
the branching structure, using the determinism and uniqueness
properties of the flattened representation.

4. We assemble the full programs, and prove the forward simulations,
using all the above properties and the determinism and uniqueness
properties of the flattened representation.

The core of our simulation invariants is reproduced in Figure 8.12.
This simulation invariant states that: two states are related if the con-

Inductive match_concrete_stacks: Component.id -> stack -> CS.stack -> Prop
< =
| match_concrete_stacks_nil: forall C, match_concrete_stacks C [] []
| match_concrete_stacks_int: forall C s st old_arg,
match_concrete_stacks C s st ->
match_concrete_stacks C s (CS.Frame C old_arg Kstop :: st)
| match_concrete_stacks_ext: forall C C' s st old_arg,
C<>C(C" ->
match_concrete_stacks C' s st ->
match_concrete_stacks C
((c+, C) :: s)
(CS.Frame C' old_arg (Kafter_call C' 0) :: st)

Definition match_mem (locs: NMap nat) (mem: Memory.t) :=
forall C n, locs C = Some n ->
Memory.load mem (C, Block.local, 0%Z) = Some (Int (Z.of_nat n))
/\ Memory.load mem (C, Block.local, 1%Z) = Some (Int 1%Z)
/\ (exists v, Memory.load mem (C, Block.local, 2%Z) = Some v).

Inductive match_states (p: Flattened.prg) (i: nat): Flattened.state ->
— (CS.state -> Prop :=
| match_states_cons: forall t locs st C cst mem e v es,
forall (MS_ST: match_concrete_stacks C st cst)
(MS_MEM: match_mem locs mem)
(ES: Flattened.genv_code (globalenv (Flattened.sem p)) C = Some es),
e = (switch_outgoing C es E_exit) ->

match_states p i (t, locs, st) (CS.State C cst mem Kstop e v) . Figure 8.12: Flattened to source simula-

tion invariant

crete program is currently executing a compartment’s code (lines 23-
24: switch_outgoing is a function that unfolds to the code displayed
in the second half of the code in Figure 8.2); the abstract and the
concrete stack are related; and the memory in the source state is re-
lated to the map of locations in the flattened state. The stacks are
related (match_concrete_stacks) when they represent the same cross-
compartment call-stack. The rule match_concrete_stacks_int allows
the source to perform internal calls, which are then unfolded during
the simulation proof when returning. The memory must agree with the
location map (line 15), and the other variables must be accessible.

While the proof of this pass is the longest in our development, it consists
mostly in step-by-step reasoning about the behaviour of source statements,
which is made much easier because all the harder invariants have already
been established in previous steps.

8.4 Formalization in Rocq

We have implemented and verified this back-translation in the Rocq proof
assistant. Starting from a well-formed set of traces, we define each step of
the back-translation from (a) to (e) and the semantics of each intermediate
language. We prove an initialization lemma converting well-formed sets
of traces to trees, and for each remaining step we prove a CompCert-
style forward simulation result, following the ideas described in the
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previous sections. Our Rocq development is, however, done in a slightly
more complex setting [8] than the simplified one we used for aiding
the exposition above. In the Rocq development we consider multiple
procedures per compartment, that are mediated through an interface,
which is interesting, since the compartments are able to distinguish
when receiving calls to different procedures. Therefore, we must generate
slightly different statements for handling calls for each procedure of a
compartment. We do this by recording the procedure being called in the
call events.

The development is ~7800 lines of Rocq code long (comments excluded),
with 1200 lines of specifications and 6600 of proofs. This figure includes
the definition of the source language, but neither that of the trace model,
nor that of some libraries and existing files that we reuse from Abate
et al. [8]’s development. The largest part of the development is spent
reasoning about the determinacy invariants, in particular proving that
they imply the uniqueness from Figure 8.11. This part should be fully
reusable with minor adaptation, because it takes place between levels 3
and 4, before we start reasoning about the source language.

Benefits of our approach We found approaching the proof in nanopass
style beneficial, since it allowed us to partition proof concerns relatively
easily. In particular, we were able to parallelize the work between the first
steps and the latter steps without too much effort, because these steps
were not directly related. On the contrary, when we previously attempted
a monolithic proof, any modification at any level of the proof did affect
the entire development and made the verification of the many invariants
complex and more time-consuming.
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Related Work

9.1 Compiler Correctness and CompCert

The study of compilers and their correctness can be traced back to the
1960s, when McCarthy and Painter [20] noticed that compilers need to
be proven correct; they proceed with the first proof of correctness of a
compiler, for compiling arithmetic expressions. Soon after, in 1973, Morris
proposes [21] the modern approach to structuring proofs of compiler
correctness: the source and target languages should be given semantics,
and the semantics of the compiled program should be “decodable” to
retrieve the semantics of the source program. While Morris doesn’t go into
more details concerning what “decodable” should mean in the general
case, this is essentially the notion of “refinement”: all behaviours of the
compiled program should also be behaviours of the source program.

While research in compiler correctness continues to thrive [57], it is
not before the mid 2000s that the next major achievement in compiler
correctness is reached: CompCert [58]. CompCert shows for the first time
that it is indeed possible to build a complex optimizing compiler for a
realistic language, C, and to verify it in a proof assistant. The theorem
proved in CompCert is not unlike that of Morris [21], and, informally,
states that every behaviour of a compiled program is also a behaviour of
its source. To prove it, CompCert uses a proof structure using a uniform
memory model (the CompCert memory model), and proof steps using
simulations, which became a basis for proving compiler correctness in
various settings.

Following CompCert come new verified compiler projects, the most
well-known being CakeML [23], many extensions [59-61], and many
tools and frameworks building on top of it [62, 63].

However, despite this success, CompCert in its first iteration suffers
from some limitations that prevent its use in many domains. One main
area of focus is that it lacks any form of compositionality: CompCert
(version 1) only deals with whole programs that can be run on their
own; CompCert gives no guarantee to partial programs that still need
to be linked with other partial programs before being run. It is hence
no surprise that a multitude of works come and claim to solve the
problem of compositionality of CompCert. We refer the interested reader
to [64], which gives a detailed overview of the various attempts at solving
compositional compiler correctness proposed until 2019.

[20]: McCarthy et al. (1967), Correctness
of a compiler for arithmetic expressions

[21]: Morris (1973), ‘Advice on structuring
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9.2 Secure Compilation

9.2.1 Full Abstraction and Proof Techniques

Full abstraction is an important concept in the study of programming
languages that was first developed in the context of denotational seman-
tics [65-67]. Then, the goal was to give “faithful” denotational semantics
to programming languages, in the sense that they capture exactly the
differences in the operational semantics. At this time, the concern was
not yet on compilation or security.

The idea of using full abstraction for security can be traced back to Abadi
[53], who propose the use of full abstraction to characterize what it
means for a compiler to be secure. He argues, quite informally, that the
forward direction of full abstraction (equivalent programs are mapped
by the compiler to equivalent programs) captures that there are no
information leaks introduced by the compiler. He then proceeds to show
how full abstraction can be used to capture the (absence of) security of two
transformations: one for compiling Java to Java bytecode (expanded upon
in [68]), and one for compiling mt-calculus, more precisely implementing
secure private channels as encrypted communication over public channels
(expanded upon in [69]).

Since then, full abstraction has been considered the gold standard for
secure compilation, and it has been used in many works, either to assert
the security of a transformation ([33, 40, 43, 45, 70-75]), or to identify
security vulnerabilities ([76]).

An interesting aspect of these works is the proof technique they use. In
general, proving full abstraction requires back-translating a low-level
context that distinguishes two compiled programs into a source one
that distinguishes the source programs. Back-translation techniques can
then be broadly categorized in two ways: trace-based backtranslation and
code-based back-translation, similarly to section 2.2.

Trace-based back-translation works in a similar way as the back-translations
we presented in this thesis. These back-translations typically consider
a trace (often finite), representing the common execution prefix after
which the traces of the two executions start being different. They then
construct a context based on this trace that will do two different things
depending on which program it is linked with. Examples of this kind of
back-translation include [40, 43, 45,72, 75].

On the other hand, code-based back-translation attempts to construct a
source context based simply on the target context’s code. This is often
made possible by the fact that the source language is not actually more
restrictive than the target [33, 70, 71]. One exception is the work by
Devriese et al. [74]. There, they only build back-translated contexts that
can emulate the target contexts for an arbitrary but finite number of steps.
However, since termination, by definition, occurs in a finite number of
steps, this is enough to detect the difference in behaviour, and thus can
they prove full abstraction.

Full Abstraction for Identity Compilers Finally, recent years have
seen the use of full abstraction for identity compilers. In that context,
the goal of the full abstraction theorem is to argue that two semantics,
one more concrete than the other, are exactly as secure: typically, the
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abstract semantics satisfy some properties, and the goal is to show that
the concrete semantics also satisfy these properties.

For instance, some recent work uses semantics called “overlay semantics”.
There, the compilation step goes from an overlay semantics, a semantics
that is secure by construction, to a more concrete semantics (“regular
semantics”) where the security comes from actual enforcement by actual
features. In this setting, the overlay semantics is usually constructed to be
as close as possible to the regular semantics, but with more ghost state to
enforce invariants.

Skorstengaard, Devriese, and Birkedal [77] design a calling convention
based on linear capabilities' that guarantees two properties, local state
encapsulation® and well-bracketed control flow. To prove that their calling
convention does what they want, they build, on top of their assembly
language’s semantics (regular semantics), an overlay semantics that
guarantees by construction the two properties. The overlay semantics
is built by taking the regular semantics and modifying it so that the
properties are guaranteed, using a built-in abstract stack and replacing
concrete objects such as linear capabilities with abstract objects such
as so-called stack capabilities that can only be used to manipulate this
abstract stack. They then prove full abstraction between the overlay
semantics and the regular semantics, using a logical relation-based proof
technique to relate the behaviours of the same program in the two
semantics. Interestingly, they do not use a back-translation, because their
contexts are syntactically the same. Georges, Trieu, and Birkedal [78]
follow the same approach, but this time considering stack safety, adding
to the properties of local state encapsulation and well-bracketed control
flow the new property of temporal stack safety, which basically prevents
access to former stack frames (stack frames for calls that have already
been returned from). They can again prove their result directly, for the
same reason as Skorstengaard, Devriese, and Birkedal [77].

In another setting, Busi et al. [75] also use full abstraction to argue for
the security of an enclave on a microprocessor, with interrupts. More
precisely, they prove a full abstraction result between the semantics
of a microprocessor with an enclave without interrupts, and the same
semantics with an additional interrupt mechanism that is in control of the
adversary. However, they do not prove full abstraction directly, instead
relying on a trace-based back-translation; that is, they show that attackers
exploiting the interrupt mechanism can be simulated by attackers that
do not use it.

9.2.2 Other Kinds of Secure Compilers

Even if we ignore chapter 2 and the work of Abate et al. [6], other
characterizations of what secure compilation means have obviously been
proposed and applied.

Patrignani and Garg [52] propose robustly safe compilation, a concept that
is not too different from the criteria described in chapter 2. Just like RSP,
Robustly safe compilers map source programs satisfying safety properties
robustly? to target programs satisfying the same safety properties robustly.
The difference lies in the fact that Patrignani and Garg [52] allow for
a translation of the safety property between the two languages.* They
also show how different enforcement mechanisms and proof techniques,
some simpler and some more complex, can be used to build and prove
compilers secure according to this criterion; they compare robustly safe
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compilation to full abstraction, and reach basically the same conclusions
as us (chapter 2).

Patrignani and Garg [46], again, propose trace-preserving compilation, a
criterion that implies the robust preservation of all hyperproperties and
is stronger than full abstraction, in the setting of reactive programs. The
idea behind trace-preserving compilation is that compiled programs
should be able to output at least the same traces as the source; in addition,
if they receive invalid input (inputs that aren’t related to anything in the
source), they should respond by outputting values that aren’t related
to anything in the source as well. They remark that the easiest way to
obtain a trace-preserving compiler is to take a correct compiler, and add
a wrapper that detects invalid inputs and reacts by either terminating
the program or ignoring the input.

Another line of work is compilation that preserves particular security
properties, such as constant-time [28, 79]. Operational semantics are
instrumented with a leakage model that captures the information that
leaks at each step of execution. Using this, the goal is to prove that
compilation preserves leakage equivalence, which directly implies the
preservation of noninterference in that setting. This is done by proving
that there exists a “constant-time simulation” between source and target,
often depicted as a cube diagram: two source states that leak equally are
simulated by two target states that also leak equally. This technique can
be used to prove that CompCert preserves leakage equivalence [80].

9.3 Formalization of Secure Compilers

Formally verified secure compilers are few and far between.

The first kind of formalized compilers are the ones that show secure
compilation criterion such as the ones described in chapter 2, including
full abstraction. Devriese et al. [74] prove secure a compiler between a
simply-typed lambda calculus and an untyped one. To work around
the absence of universal type in the source, they develop a notion of
“approximate back-translation” that only simulates the target context
for a finite number of steps. Devriese, Martin, and Patrignani [81] give
three secure compilation proofs using the same technique, in order to
study the expressive power of some lambda calculi. Interestingly, these
approximate back-translations are similar to our own trace-based back-
translations, because both kinds of back-translations can only emulate
the target for a finite number of steps.

For other mechanized works in the field of secure compilation, one has
to look at other notions of secure compilation. For instance, Besson et al.
[82] verify a sandboxing mechanism using source-level software fault
isolation for CompCert. The works discussed in the previous section
related to the preservation of cryptographic constant time [28, 79, 80]
were also mechanized.
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Conclusion and Future Work

In this thesis, we set out to improve the world of secure compilation by
designing novel proof techniques that simplify the work of proving the
security of a compiler in a proof assistant.

In chapter 2, we observed that full abstraction, the gold-standard secure
compilation criterion, is inadequate for our goal of building a formally
verified secure compiler, since its security guarantees aren’t clear, and
it is often too difficult to enforce and too difficult to prove. Following
these observations, we described a large class of security criteria, and
we showed with an example, how some security criteria are simpler to
enforce and prove, and more prone to formal verification.

After summarizing prior work on defining and proving an adequate
security criterion for a compiler in the presence of undefined behaviour
and compartmentalization (chapter 3), we presented our first contribution
(chapter 4): recomposition, a novel step that replaces the use of partial
semantics in secure compilation proofs. The benefit is huge, as partial
semantics are complex and difficult to reason about, and it showed in
our implementation, with the new step being three times smaller than
the ones it replaced.

We then described SECOMP (chapter 5): a secure compartmentalizing
compilation chain for C that allows programmers to annotate their code
with compartment information and reason soundly about the security of
their programs, even in the presence of foreign and potentially adversarial
code, and undefined behaviours. SECOMP is implemented in the Rocq
proof assistant, as an extension of the already existing CompCert C
compiler, and we discuss our design decisions as well as how we were
able to update the compiler correctness proof with little changes.

Then, in chapter 6, we discussed how we proved SECOMP secure. Reusing
the technique from (chapter 3), we had to innovate in terms of proof
engineering and proof technique in order to be able to scale up to a realistic
language, in particular with a new structure for the recomposition proof
using CompCert-style simulation diagrams.

Finally, in the last part of this thesis, we described two additional improve-
ments and extensions. First, we showed that the compiler from chapter 3
can be extended to support memory sharing (chapter 7), something that
is still lacking in SECOMP. We prove the compiler secure with novel
data-flow traces, traces that record fine-grained memory operations as they
happen during the execution. Then, we showed one can obtain much
stronger criteria while keeping the bulk of the proof the same (chapter 8),
the idea being to structure the back-translation as a nanopass compiler, i.e.,
a series of small steps instead of a massive single transformation.

Future work We do not claim to have solved secure compilation. On
the contrary, there are still many research directions that can be taken in
the field of secure compilation.

First, SECOMP is still incomplete. SECOMP has only been evaluated on
very simple examples in practice, and a major obstacle to realism is the
current inability for compartments to communicate beyond passing scalar
data. The ideal solution would be to implement the memory sharing
facilities that we presented in chapter 7. However, the proof in that
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work is done in a much simpler setting; and yet, it is already extremely
long and complicated. Small subtleties can often make implementing
and proving a secure compiler much harder, and so adding memory
sharing to SECOMP would likely be a considerable amount of work,
and would probably necessitate the creation of new techniques and new
methodologies. In fact, current CompCert doesn’t even support passing
arbitrary pointers to system calls, so one would first have to significantly
change the trace model to allow such behaviour, and fix all the correctness
proofs first.

The other extension presented in this thesis, in chapter 8, would also be
a welcome addition to SECOMDP, as it would result in a much stronger
criterion that captures hypersafety properties, and in particular nonin-
terference. While this seems more reasonable than allowing memory
sharing, it is still unclear how difficult such extension would be in
practice.

Another area of possible improvement is the backend: currently, SEC-
OMP’s backend is still relatively high-level. Its memory model is still
CompCert’s block-based memory model, but a more realistic memory
model for such a language would be a flat memory model. It is un-
clear how one can go from a block-based memory model to such a flat
memory-model in a security proof; indeed, our technique would likely
fail, as it uses recomposition, which is very sensitive to observations in
the target language. For instance, if a context can observe the size of the
code, recomposition will not hold.

Many different compositional compiler correctness theorems have been
proposed for CompCert-like compilers (chapter 9). So far, they do not
allow linking C code with arbitrary assembly code. One line of work that
would be interesting to explore is how one can use these compositional
correctness results to build secure compilers.

Beyond SECOMP, a very interesting future work would be the enforce-
ment of the robust preservation of hypersafety in the presence of side-
channels, including micro-architectural attacks such as Spectre [83]. Such
side-channels completely annihilate the hope for proving recomposi-
tion, because they immediately leak information about the code being
executed, so new techniques are necessary.

Finally, there is still a large gap to bridge before we can hope that the
use of secure compilers becomes more common. In particular, for com-
partmentalization, a major issue is that of compartmentalizing existing
software; it is unlikely that one can easily find nice interfaces along which
to split legacy software into compartments, when this legacy software
was not written with compartmentalization in mind. It is possible that
the future is not in large, general purpose secure compilers like SECOMP,
but instead in the design of smaller, purpose-specific secure compilers,
for instance compilers that are good at securely compiling cryptographic
code, in the presence of some side-channels.

We hope that our work in this thesis will encourage people to improve
upon our techniques and design and verify their own secure compilers.

[83]: Kocher et al. (2019), ‘Spectre Attacks:
Exploiting Speculative Execution’
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